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AlertOps API Reference Documentation
Welcome to the comprehensive, production-ready developer documentation for the AlertOps REST API. This reference guide is designed to help you integrate, automate, and control the AlertOps platform programmatically from external systems.
Using these APIs, you can perform key operations including:
· Pulling Alert Data and listing open alerts.
· Displaying Incidents and identifying current on-call personnel.
· Generating Incidents manually without an external monitoring tool.
· Configuring Integrations and Workflows dynamically.
· Managing On-Call Schedules and escalation rules.

1. System Overview & Conventions
Supported Data Formats
The AlertOps REST API exclusively supports JSON via REST. All API requests must include the header Content-Type: application/json. Other media types are not supported and will lead to unpredictable behavior or request failures.
TLS Requirements
To ensure secure transmission of credentials and system data, TLS 1.2 or higher is strictly required for all connections to the AlertOps API.
Base URLs
AlertOps maintains two API versions, which use distinct base URLs:
	Version
	Base URL
	Status

	V1
	http://api.alertops.com/api/
	Legacy

	V2
	http://api.alertops.com/api/v2/
	Recommended




2. Authentication
Authentication is required for all API calls. The mechanism differs depending on whether you are using the V1 or V2 API.
API Version 2 Authentication (Header-Based)
The V2 API uses a custom request header named api-key for authorization.
· Header Format: api-key: <YOUR_API_KEY>
· Obtaining the Key: Retrieve your V2 API key from the AlertOps Portal under User Profile.
· Permissions: The API key inherits the exact roles, permissions, and entitlements assigned to that user profile. For example, an Application Administrator API key has full read/write access, while a Basic User API key has restricted access. If an API key is unavailable, contact AlertOps Support.
Unauthorized Response
If the API key is missing or invalid, the API returns an HTTP 401 Unauthorized status with the following payload:
{
  "reason": "Invalid API Key"
}
API Version 1 Authentication (Payload / Query-Based)
The V1 API requires the API key to be passed directly within the request:
· For POST Requests: Include "APIKey": "<YOUR_API_KEY>" in the JSON request body.
· For GET Requests: Append the API key as a query parameter: ?APIKey={APIKey}.
· Obtaining the Key: V1 API tokens are obtained in the AlertOps Portal under Account Settings.

3. Code Examples
The following code snippets demonstrate how to make an authenticated request to list users using the V2 API across different languages.
cURL
curl --location --request GET 'http://api.alertops.com/api/v2/users' \
  --header 'api-key: <YOUR_API_KEY>' \
  --header 'Content-Type: application/json'
Python (Requests)
import requests

url = "http://api.alertops.com/api/v2/users"
headers = {
    "api-key": "<YOUR_API_KEY>",
    "Content-Type": "application/json"
}

response = requests.get(url, headers=headers)
print(response.status_code)
print(response.json())
Node.js (Request Library)
const request = require('request');

const options = {
  method: 'GET',
  url: 'http://api.alertops.com/api/v2/users',
  headers: {
    'api-key': '<YOUR_API_KEY>',
    'Content-Type': 'application/json'
  }
};

request(options, function (error, response) {
  if (error) throw new Error(error);
  console.log(response.body);
});
Ruby (Net::HTTP)
require "uri"
require "net/http"

url = URI("http://api.alertops.com/api/v2/users")
http = Net::HTTP.new(url.host, url.port)

request = Net::HTTP::Get.new(url)
request["api-key"] = "<YOUR_API_KEY>"
request["Content-Type"] = "application/json"

response = http.request(request)
puts response.body
Go (Native)
package main

import (
    "fmt"
    "io/ioutil"
    "net/http"
)

func main() {
    url := "http://api.alertops.com/api/v2/users"
    client := &http.Client{}

    req, err := http.NewRequest("GET", url, nil)
    if err != nil {
        fmt.Println(err)
        return
    }

    req.Header.Add("api-key", "<YOUR_API_KEY>")
    req.Header.Add("Content-Type", "application/json")

    res, err := client.Do(req)
    if err != nil {
        fmt.Println(err)
        return
    }
    defer res.Body.Close()

    body, err := ioutil.ReadAll(res.Body)
    if err != nil {
        fmt.Println(err)
        return
    }
    fmt.Println(string(body))
}

4. Sorting & Pagination
Sorting
Sorting is supported on several list endpoints using specific query parameters. The table below outlines the sorting capabilities of V2 endpoints:
	API Resource
	Sort Direction Parameter
	Sort Field Parameter
	Supported Sort Fields
	Example

	Alerts
	sortDir (asc/desc)
	sortCol
	AlertId (Default), CreatedDate, ClosedDate
	GET /api/v2/alerts?sortDir=desc&sortCol=AlertId

	Escalation Policies
	sortDir (asc/desc)
	sortCol
	EscalationRule (Default), NotificationType, Priority
	GET /api/v2/escalation_policies?sortDir=asc&sortCol=Priority

	Groups
	sortDir (asc/desc)
	sortBy
	GroupName (Default), Description
	GET /api/v2/groups?sortDir=asc&sortBy=GroupName

	Inbound Integrations
	sortDir (asc/desc)
	sortCol
	Name (Default), Sequence, EscalationPolicy, Recipients
	GET /api/v2/integrations/inbound?sortDir=asc&sortCol=name

	Outbound Integrations
	sortDir (asc/desc)
	(N/A — auto-sorted alphabetically)
	(N/A)
	GET /api/v2/integrations/outbound?sortDir=desc

	Users
	sortDir (asc/desc)
	sortBy
	UserName (Default), LastName, FirstName, LastLoginDate, Roles
	GET /api/v2/users?sortBy=LastLoginDate&sortDir=asc

	Workflows
	sortDir (asc/desc)
	sortBy
	Workflow (Default), WorkflowType, Scheduled
	GET /api/v2/workflows?sortBy=WorkflowType&sortDir=desc



Pagination
API Version 1 Pagination
Pagination in the V1 API is available exclusively for the Alert object. It uses offset-based pagination with the following rules:
· The Offset parameter must be an exact multiple of the Limit parameter. If they do not align, pagination will not function correctly.
· Examples:
· First 100 alerts: GET /api/alert?APIKey=<KEY>&Limit=100
· Next 100 alerts (Valid): GET /api/alert?APIKey=<KEY>&Limit=100&Offset=100
· Third 100 alerts (Valid): GET /api/alert?APIKey=<KEY>&Limit=100&Offset=200
· Invalid (Fails): GET /api/alert?APIKey=<KEY>&Limit=100&Offset=10
API Version 2 Pagination
Pagination in the V2 API is standardized across all list endpoints and uses page-based pagination. The offset parameter acts as a page number starting at 0.
· Examples:
· Page 1 (Records 1–10, Default Limit 10): GET /api/v2/alerts
· Page 2 (Records 11–20, Default Limit 10): GET /api/v2/alerts?offset=1
· Page 1 (Records 1–100, Limit 100): GET /api/v2/alerts?limit=100
· Page 2 (Records 101–200, Limit 100): GET /api/v2/alerts?limit=100&offset=1

5. Known API & Swagger Discrepancies
For developers building integrations, please note the following known inconsistencies between the live API responses and the current Swagger specification:
1. Schedules API — List Schedules Endpoint: The response payload includes a schedule_id field, but this field is currently absent from the Swagger schema definition.
2. Inbound & Outbound Integrations — ID Field Naming: While most resources use specific identifier keys (e.g., group_id, escalation_policy_id), list arrays for Inbound and Outbound Integrations use a generic id key rather than a resource-specific one.
3. Postmortem Fields — ID Field Naming: Uses a generic field_id key. If AlertTypes are exposed as objects in the future, this identifier will require careful differentiation.
4. Sorting Parameter Inconsistency: Most endpoints use sortCol to specify the sort column, whereas Groups, Users, and Workflows use sortBy. This inconsistency should be noted when building dynamic query logic.
5. Workflow Default Sorting Field: The default value for the sortBy field is labeled as Workflow rather than WorkflowName, which differs from the GroupName convention used in Groups.
6. Pagination Labeling: The V2 API uses the parameter name offset to specify the page index. Semantically, this behaves as a page number rather than a traditional record offset.
7. Error Response Formatting: In the event of a 401 Unauthorized or 500 Internal Server Error, the response body is often blank or lacks descriptive labels.

6. API Reference (Endpoint Catalog)
The following sections provide complete endpoint documentation organized by resource type. Each section includes a summary table of all available operations followed by detailed parameter and response schemas.
	Section
	Description

	Alerts
	Create, retrieve, update, and manage alert lifecycle operations.

	Bridges
	Manage conference bridge configurations.

	Escalation Policies
	Configure and manage escalation rules, recipients, and integrations.

	Groups
	Manage user groups, members, topics, and contact methods.

	Inbound Integrations
	Configure inbound integrations for API, Email, Slack, Teams, and Heartbeat.

	Incidents
	Create and manage status page incidents and maintenance windows.

	Maintenance Windows
	Schedule and manage maintenance windows for integrations.

	Outbound Integrations
	Configure outbound integrations and webhook methods.

	Postmortem Fields
	Manage postmortem field definitions.

	Schedules
	Retrieve on-call schedule data.

	Services
	Manage status page services, components, subscribers, and templates.

	Topics
	Create and manage alert topics and their group associations.

	User Attributes
	Define and manage custom user attribute schemas.

	Users
	Manage user accounts, contact methods, schedules, and roles.

	Workflows
	Create and manage alert automation workflows, conditions, and actions.




Alerts API Endpoints
The Alerts API provides full lifecycle management for alerts in AlertOps. You can create, retrieve, update, close, assign, and annotate alerts, as well as manage their recipients, notes, messages, and postmortem reports.
Endpoints Summary
	Method
	Endpoint
	Description

	GET
	/api/v2/alerts
	List alerts

	POST
	/api/v2/alerts
	Create an alert

	GET
	/api/v2/alerts/{id}
	Get an alert

	PUT
	/api/v2/alerts/{id}
	Update an alert

	PUT
	/api/v2/alerts/{id}/alert_fields
	Update alert fields

	POST
	/api/v2/alerts/{id}/assign
	Assign an alert

	POST
	/api/v2/alerts/{id}/close
	Close an alert

	GET
	/api/v2/alerts/{id}/messages
	List messages for an alert

	POST
	/api/v2/alerts/{id}/messages
	Add a message to an alert (reply)

	GET
	/api/v2/alerts/{id}/messages/{message_id}/notifications
	List notifications for an alert message

	GET
	/api/v2/alerts/{id}/notes
	List notes for an alert

	POST
	/api/v2/alerts/{id}/notes
	Add a note to an alert

	PUT
	/api/v2/alerts/{id}/notes/{note_id}
	Update an alert note

	POST
	/api/v2/alerts/{id}/outbound_action
	Add action to an alert

	GET
	/api/v2/alerts/{id}/outbound_actions
	List alert outbound actions

	GET
	/api/v2/alerts/{id}/postmortem
	Get alert postmortem

	POST
	/api/v2/alerts/{id}/postmortem
	Create alert postmortem

	PUT
	/api/v2/alerts/{id}/postmortem/{postmortem_id}
	Update alert postmortem

	GET
	/api/v2/alerts/{id}/recipients
	List recipients for an alert

	POST
	/api/v2/alerts/{id}/recipients
	Add recipients to an alert

	GET
	/api/v2/alerts/{id}/timeline
	List timeline for an alert

	POST
	/api/v2/alerts/bulk_assign
	Assign alerts in bulk

	POST
	/api/v2/alerts/bulk_close
	Close alerts in bulk




List alerts
GET /api/v2/alerts
Parameters
	Parameter
	Type
	Location
	Required
	Description

	limit
	string
	query
	No
	Page size. Default is 10. Max value for this parameter is 100. (Default: 10)

	previous
	string
	query
	No
	Default is null

	next
	string
	query
	No
	Default is null

	createdFrom
	string
	query
	No
	If not provided, it is set to today's date. createdFrom and createdTo date range must not exceed 6 months. Date Format 'yyyy-MM-dd'.

	createdTo
	string
	query
	No
	If not provided, it is set to today's date. createdFrom and createdTo date range must not exceed 6 months. Date Format 'yyyy-MM-dd'.

	integration
	string
	query
	No
	e.g., RTestule1, TestRule2

	sla
	string
	query
	No
	e.g., Yes or No.

	source
	string
	query
	No
	

	sourceName
	string
	query
	No
	

	sourceID
	string
	query
	No
	

	alertID
	string
	query
	No
	

	viewBy
	string
	query
	No
	Default is U. e.g., U or A or G. (Default: U)

	group
	string
	query
	No
	e.g., GroupName1, GroupName2

	escalationPolicy
	string
	query
	No
	e.g., Policy1, Policy2

	sender
	string
	query
	No
	e.g., jdoe, 1234

	closedFrom
	string
	query
	No
	closedFrom and closedTo date range must not exceed 6 months. Date Format 'yyyy-MM-dd'.

	closedTo
	string
	query
	No
	closedFrom and closedTo date range must not exceed 6 months. Date Format 'yyyy-MM-dd'.

	owner
	string
	query
	No
	e.g., jdoe, 1234

	topic
	string
	query
	No
	e.g., TopicName, TestTopic

	priority
	string
	query
	No
	e.g., No Priority or Critical or High or Medium or Low.

	status
	string
	query
	No
	e.g., Assigned or Cancelled or Closed or On Hold or Open.

	technicalServices
	string
	query
	No
	filter Services Integrations

	includeIntegrations
	boolean
	query
	No
	Whether to include Integration (Default: true) — true or false

	includeServiceIntegrations
	boolean
	query
	No
	Whether to include Service Integration (Default: true) — true or false

	includeIncident
	boolean
	query
	No
	Default is false (Default: false) — true or false

	includeEscalationPolicy
	boolean
	query
	No
	Whether to include Escalation Policy (Default: true) — true or false

	includeResponsePlay
	boolean
	query
	No
	Whether to include Service Response Play (Default: false) — true or false



Responses
200 OK
{
  "alerts": [
    {
      "alert_id": 51296,
      "created_date": "2020-09-01T16:59:43",
      "sender": "Joe Doe",
      "topic": "subject : test email",
      "description": "Message Text: test email",
      "status": "Assigned",
      "owner": {
        "user_id": 6949,
        "user_name": "username",
        "first_name": "Joe",
        "last_name": "Doe"
      },
      "message_id": 224743,
      "priority": "Critical",
      "integration": null,
      "escalation_policy": {
        "id": 1661,
        "name": "Blast MR"
      },
      "source": "",
      "source_name": "",
      "source_id": "",
      "closed_date": null,
      "within_sla": "No",
      "target_sla_date": "2020-09-01T20:59:43",
      "resolution": "",
      "inbound_events_count": 0,
      "duration": "2 h",
      "acknowledge": true,
      "outbound_action_allowed": false,
      "alert_tags": {
        "business_service": "",
        "component_type": "",
        "component_name": "",
        "data_center": "",
        "environment": "",
        "problem_type": ""
      },
      "alert_fields": [
        {
          "alert_field_id": 172,
          "alert_field_name": "abc",
          "alert_field_value": "test"
        }
      ]
    }
  ],
  "metadata": {
    "limit": 10,
    "previous": null,
    "next": "11"
  }
}

Create an alert
POST /api/v2/alerts
Parameters
	Parameter
	Type
	Location
	Required
	Description

	alertRequest
	object
	body
	Yes
	Request body. See schema below.



Request Body Schema (alertRequest):
{
  "escalation_policy": "string",
  "response_play": "string",
  "priority": "string",
  "source": "string",
  "source_name": "string",
  "source_id": "string",
  "source_url": "string",
  "topic": "string",
  "subject": "string",
  "description": "string",
  "bridge": "string",
  "is_incident": true,
  "alert_tags": {
    "business_service": "string",
    "component_type": "string",
    "component_name": "string",
    "data_center": "string",
    "environment": "string",
    "problem_type": "string"
  },
  "alert_fields": [
    {
      "alert_field_id": 0,
      "alert_field_value": "string"
    }
  ],
  "recipients": [
    {
      "recipient_type": "string",
      "recipient_id": "string"
    }
  ],
  "attachments": [
    {
      "file_name": "string",
      "content": "string"
    }
  ]
}
Responses
200 OK
Success.

Get an alert
GET /api/v2/alerts/{id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	integer($int32)
	path
	Yes
	Alert ID



Responses
200 OK
{
  "alert_id": 51269,
  "created_by": "Joe Doe",
  "created_date": "2020-09-03T09:59:46",
  "priority": "Low",
  "escalation_policy": {
    "id": 1661,
    "name": "Blast MR"
  },
  "integration": null,
  "source": "",
  "source_name": "",
  "source_id": "",
  "source_url": "",
  "subject": "Printer Problems",
  "topic": "Printer Problems",
  "target_sla_date": "2020-09-03T13:59:46",
  "status": "Open",
  "owner": {
    "id": 1206,
    "name": "username",
    "first_name": "Joe",
    "last_name": "Doe"
  },
  "closed_date": "2020-09-04T05:19:45",
  "resolution": "",
  "duration": "1 d",
  "description": "Attention Dev team: This is a test",
  "alert_type_id": 10,
  "acknowledge_allowed": true,
  "outbound_action_allowed": true,
  "message_id": 221702,
  "alert_tags": {
    "business_service": "",
    "component_type": "",
    "component_name": "",
    "data_center": "",
    "environment": "",
    "problem_type": ""
  },
  "alert_fields": [
    {
      "alert_field_id": 272,
      "alert_field_name": "JIRAIssueKey",
      "alert_field_value": "DEMO-1496"
    }
  ]
}

Update an alert
PUT /api/v2/alerts/{id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	integer($int32)
	path
	Yes
	Alert ID

	alertRequest
	object
	body
	Yes
	Request body. See schema below.



Request Body Schema (alertRequest):
{
  "source": "string",
  "source_name": "string",
  "source_id": "string",
  "source_url": "string",
  "status": "string",
  "owner": "string",
  "resolution": "string",
  "alert_tags": {
    "business_service": "string",
    "component_type": "string",
    "component_name": "string",
    "data_center": "string",
    "environment": "string",
    "problem_type": "string"
  },
  "alert_fields": [
    {
      "alert_field_id": 0,
      "alert_field_value": "string"
    }
  ]
}
Responses
204 No Content
The request was processed successfully. No response body is returned.

Update alert fields
PUT /api/v2/alerts/{id}/alert_fields
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	integer($int32)
	path
	Yes
	Alert ID

	request
	array[object]
	body
	Yes
	Request body. See schema below.



Request Body Schema (request):
[
  {
    "alert_field_id": 0,
    "alert_field_value": "string"
  }
]
Responses
204 No Content
The request was processed successfully. No response body is returned.

Assign an alert
POST /api/v2/alerts/{id}/assign
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	integer($int32)
	path
	Yes
	Alert ID.

	alertAssignRequest
	object
	body
	Yes
	Request body. See schema below.



Request Body Schema (alertAssignRequest):
{
  "user": "string"
}
Responses
200 OK
Success.

Close an alert
POST /api/v2/alerts/{id}/close
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	integer($int32)
	path
	Yes
	Alert ID.

	alertCloseRequest
	object
	body
	Yes
	Request body. See schema below.



Request Body Schema (alertCloseRequest):
{
  "user": "string",
  "resolution": "string"
}
Responses
200 OK
Success.

List messages for an alert
GET /api/v2/alerts/{id}/messages
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	integer($int32)
	path
	Yes
	Alert ID



Responses
200 OK
[
  {
    "message_id": 213726,
    "created_date": "2020-09-03T09:59:46",
    "sender": "Joe Doe",
    "description": "This is a test",
    "description_html": "<p>This is a test</p>",
    "status": "PACK",
    "response_time": ""
  }
]

Add a message to an alert (reply)
POST /api/v2/alerts/{id}/messages
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	integer($int32)
	path
	Yes
	Alert ID.

	alertMessageRequest
	object
	body
	Yes
	Request body. See schema below.



Request Body Schema (alertMessageRequest):
{
  "message_text": "string",
  "escalation_policy_id": 0,
  "response_play_id": 0,
  "recipients": [
    {
      "recipient_type": "string",
      "recipient_id": "string"
    }
  ]
}
Responses
200 OK
Success.

List notifications for an alert message
GET /api/v2/alerts/{id}/messages/{message_id}/notifications
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	integer($int32)
	path
	Yes
	Alert ID.

	message_id
	integer($int32)
	path
	Yes
	Message ID



Responses
200 OK
[
  {
    "recipient": "Joe Doe",
    "recipient_id": 7777,
    "recipient_type": "User",
    "group_name": "CK Team",
    "notifications": [
      {
        "date_sent": "2021-03-24T12:02:40",
        "date_ack": "",
        "status": "Sent",
        "contact": "email@company.com",
        "contact_data_type": "EMAIL",
        "contact_type": "Email-Official"
      }
    ]
  }
]

List notes for an alert
GET /api/v2/alerts/{id}/notes
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	integer($int32)
	path
	Yes
	Alert ID.



Responses
200 OK
[
  {
    "note_id": 1827,
    "name": "Joe Doe",
    "created_date": "2020-12-03T13:58:08",
    "note": "Alert Test Note"
  }
]

Add a note to an alert
POST /api/v2/alerts/{id}/notes
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	integer($int32)
	path
	Yes
	Alert ID.

	alertNoteRequest
	object
	body
	Yes
	Request body. See schema below.



Request Body Schema (alertNoteRequest):
{
  "note": "string"
}
Responses
200 OK
Success.

Update an alert note
PUT /api/v2/alerts/{id}/notes/{note_id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	integer($int32)
	path
	Yes
	Alert ID.

	note_id
	integer($int32)
	path
	Yes
	Note ID

	alertNoteRequest
	object
	body
	Yes
	Request body. See schema below.



Request Body Schema (alertNoteRequest):
{
  "note": "string"
}
Responses
204 No Content
The request was processed successfully. No response body is returned.

Add action to an alert
POST /api/v2/alerts/{id}/outbound_action
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	integer($int32)
	path
	Yes
	Alert ID.

	alertActionRequest
	object
	body
	Yes
	Request body. See schema below.



Request Body Schema (alertActionRequest):
{
  "action": "string"
}
Responses
200 OK
Success.

List alert outbound actions
GET /api/v2/alerts/{id}/outbound_actions
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	integer($int32)
	path
	Yes
	Alert ID.



Responses
200 OK
[
  {
    "id": 109,
    "date": "2021-03-30T16:22:55",
    "action": "JIRA OnDemand - POST Issue",
    "uri": "https://gocybertalk.atlassian.net/rest/api/latest/issue/",
    "content": "{ \"fields\": { \"project\": { \"key\": \"DEMO\" }, \"summary\": \"Test 8\", \"description\": \"test create 8\",\"issuetype\": { \"id\": \"3\" } } }"
  }
]

Get alert postmortem
GET /api/v2/alerts/{id}/postmortem
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	integer($int32)
	path
	Yes
	Alert ID.



Responses
200 OK
{
  "postmortem_id": 17,
  "name": "Resolved",
  "owner": "Joe Doe",
  "status": "Published",
  "impact_start": "2021-03-22T13:27:08",
  "impact_end": "2021-03-26T14:11:27",
  "duration": "4 days, 0 hours, 44 minutes",
  "postmortem_fields": [
    {
      "postmortem_field_id": 163,
      "postmortem_field_value": "None"
    }
  ]
}

Create alert postmortem
POST /api/v2/alerts/{id}/postmortem
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	integer($int32)
	path
	Yes
	Alert ID.

	alertPostmortemRequest
	object
	body
	Yes
	Request body. See schema below.



Request Body Schema (alertPostmortemRequest):
{
  "name": "string",
  "status": "string",
  "impact_start": "string",
  "impact_end": "string",
  "notify_subscribers": true,
  "postmortem_fields": [
    {
      "postmortem_field_id": 0,
      "postmortem_field_value": "string"
    }
  ]
}
Responses
200 OK
Success.

Update alert postmortem
PUT /api/v2/alerts/{id}/postmortem/{postmortem_id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	integer($int32)
	path
	Yes
	Alert ID.

	postmortem_id
	integer($int32)
	path
	Yes
	Postmortem ID

	alertPostmortemRequest
	object
	body
	Yes
	Request body. See schema below.



Request Body Schema (alertPostmortemRequest):
{
  "name": "string",
  "status": "string",
  "impact_start": "string",
  "impact_end": "string",
  "notify_subscribers": true,
  "postmortem_fields": [
    {
      "postmortem_field_id": 0,
      "postmortem_field_value": "string"
    }
  ]
}
Responses
204 No Content
The request was processed successfully. No response body is returned.

List recipients for an alert
GET /api/v2/alerts/{id}/recipients
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	integer($int32)
	path
	Yes
	Alert ID.



Responses
200 OK
[
  {
    "user_id": 123,
    "user_name": "username",
    "first_name": "Joe",
    "last_name": "Doe"
  }
]

Add recipients to an alert
POST /api/v2/alerts/{id}/recipients
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	integer($int32)
	path
	Yes
	Alert ID

	alertRecipientsRequest
	object
	body
	Yes
	Request body. See schema below.



Request Body Schema (alertRecipientsRequest):
{
  "cancel_notifications": true,
  "recipients": [
    {
      "recipient_type": "string",
      "recipient": "string",
      "send_message": true
    }
  ],
  "escalation_policy": "string",
  "response_play": "string"
}
Responses
200 OK
Success.

List timeline for an alert
GET /api/v2/alerts/{id}/timeline
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	integer($int32)
	path
	Yes
	Alert ID.



Responses
200 OK
[
  {
    "event_time": "2020-12-16 16:22:37",
    "event_source": "Joe Doe",
    "event_type": "Email-Official",
    "event_details1": "Acknowledged",
    "event_details2": "2020-12-21T14:37:01",
    "event_details3": "EMAIL",
    "event_category": "Notifications"
  }
]

Assign alerts in bulk
POST /api/v2/alerts/bulk_assign
Parameters
	Parameter
	Type
	Location
	Required
	Description

	request
	object
	body
	Yes
	Request body. See schema below.



Request Body Schema (request):
{
  "user": "string",
  "alerts": [
    0
  ]
}
Responses
200 OK
Success.

Close alerts in bulk
POST /api/v2/alerts/bulk_close
Parameters
	Parameter
	Type
	Location
	Required
	Description

	request
	object
	body
	Yes
	Request body. See schema below.



Request Body Schema (request):
{
  "user": "string",
  "resolution": "string",
  "alerts": [
    0
  ]
}
Responses
200 OK
Success.


Bridges API Endpoints
The Bridges API allows you to manage conference bridge configurations, including telephone numbers, access codes, and web meeting URLs.
Endpoints Summary
	Method
	Endpoint
	Description

	GET
	/api/v2/bridges
	List bridges

	POST
	/api/v2/bridges
	Create a bridge

	GET
	/api/v2/bridges/{id}
	Get a bridge

	PUT
	/api/v2/bridges/{id}
	Update a bridge

	DELETE
	/api/v2/bridges/{id}
	Delete a bridge




List bridges
GET /api/v2/bridges
Parameters
No parameters required.
Responses
200 OK
[
  {
    "bridge_id": 39,
    "telephone_number": "1231231231",
    "telephone_access_code": "123",
    "telephone_message_body": "Please join bridge",
    "web_meeting_url": "",
    "web_meeting_access_code": "",
    "web_meeting_message_body": "",
    "message_priority_type": "Critical"
  }
]

Create a bridge
POST /api/v2/bridges
Parameters
	Parameter
	Type
	Location
	Required
	Description

	request
	object
	body
	Yes
	Request body. See schema below.



Request Body Schema (request):
{
  "telephone_number": "string",
  "telephone_access_code": "string",
  "telephone_message_body": "string",
  "message_priority_type": "string",
  "name": "string"
}
Responses
200 OK
Success.

Get a bridge
GET /api/v2/bridges/{id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	integer($int32)
	path
	Yes
	Bridge ID



Responses
200 OK
{
  "bridge_id": 39,
  "telephone_number": "1231231231",
  "telephone_access_code": "123",
  "telephone_message_body": "Please join bridge",
  "web_meeting_url": "",
  "web_meeting_access_code": "",
  "web_meeting_message_body": "",
  "message_priority_type": "Critical"
}

Update a bridge
PUT /api/v2/bridges/{id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	integer($int32)
	path
	Yes
	Bridge ID

	request
	object
	body
	Yes
	Request body. See schema below.



Request Body Schema (request):
{
  "telephone_number": "string",
  "telephone_access_code": "string",
  "telephone_message_body": "string",
  "message_priority_type": "string",
  "name": "string"
}
Responses
204 No Content
The request was processed successfully. No response body is returned.

Delete a bridge
DELETE /api/v2/bridges/{id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	integer($int32)
	path
	Yes
	Bridge ID



Responses
204 No Content
The request was processed successfully. No response body is returned.


EscalationPolicies API Endpoints
The Escalation Policies API enables management of escalation rules, including their steps, recipients, outbound integrations, and associated workflows.
Endpoints Summary
	Method
	Endpoint
	Description

	GET
	/api/v2/escalation_policies
	List escalation policies

	POST
	/api/v2/escalation_policies
	Create an escalation policy

	GET
	/api/v2/escalation_policies/{id}
	Get an escalation policy

	PUT
	/api/v2/escalation_policies/{id}
	Update an escalation policy

	DELETE
	/api/v2/escalation_policies/{id}
	Delete an escalation policy

	GET
	/api/v2/escalation_policies/{id}/group_contact_notifications/contact_methods
	List escalation policy group contact notifications contact methods

	POST
	/api/v2/escalation_policies/{id}/group_contact_notifications/contact_methods
	Create an escalation policy group contact notifications contact method

	GET
	/api/v2/escalation_policies/{id}/group_contact_notifications/contact_methods/{contact_method_name}
	Get an escalation policy group contact notifications contact method

	PUT
	/api/v2/escalation_policies/{id}/group_contact_notifications/contact_methods/{contact_method_name}
	Update an escalation policy group contact notifications contact method

	DELETE
	/api/v2/escalation_policies/{id}/group_contact_notifications/contact_methods/{contact_method_name}
	Delete an escalation policy group contact notifications contact method

	GET
	/api/v2/escalation_policies/{id}/member_roles
	List an escalation policy member roles

	POST
	/api/v2/escalation_policies/{id}/member_roles
	Create an escalation policy member role

	GET
	/api/v2/escalation_policies/{id}/member_roles/{member_role_type}
	Get an escalation policy member role

	PUT
	/api/v2/escalation_policies/{id}/member_roles/{member_role_type}
	Update an escalation policy member role

	DELETE
	/api/v2/escalation_policies/{id}/member_roles/{member_role_type}
	Delete an escalation policy member role

	GET
	/api/v2/escalation_policies/{id}/member_roles/{member_role_type}/contact_methods
	List an escalation policy member role contact methods

	POST
	/api/v2/escalation_policies/{id}/member_roles/{member_role_type}/contact_methods
	Create an escalation policy member role contact method

	GET
	/api/v2/escalation_policies/{id}/member_roles/{member_role_type}/contact_methods/{contact_method_name}
	Get an escalation policy member role contact methods

	PUT
	/api/v2/escalation_policies/{id}/member_roles/{member_role_type}/contact_methods/{contact_method_name}
	Update an escalation policy member role contact method

	DELETE
	/api/v2/escalation_policies/{id}/member_roles/{member_role_type}/contact_methods/{contact_method_name}
	Delete an escalation policy member role contact method

	PUT
	/api/v2/escalation_policies/{id}/notify
	Update escalation policy notification settings

	GET
	/api/v2/escalation_policies/{id}/options
	List escalation policy options

	PUT
	/api/v2/escalation_policies/{id}/options
	Update an escalation policy options

	GET
	/api/v2/escalation_policies/{id}/outbound_actions
	List escalation policy outbound actions

	POST
	/api/v2/escalation_policies/{id}/outbound_actions
	Add escalation policy outbound actions

	DELETE
	/api/v2/escalation_policies/{id}/outbound_actions
	Delete escalation policy outbound actions

	GET
	/api/v2/escalation_policies/{id}/outbound_integrations
	List escalation policy outbound integrations

	POST
	/api/v2/escalation_policies/{id}/outbound_integrations
	Add escalation policy outbound integrations

	DELETE
	/api/v2/escalation_policies/{id}/outbound_integrations
	Delete escalation policy outbound integrations

	PUT
	/api/v2/escalation_policies/{id}/outbound_integrations/{outbound_integration_id}
	Update an escalation policy outbound integration

	GET
	/api/v2/escalation_policies/{id}/recipients
	List escalation policy recipients

	POST
	/api/v2/escalation_policies/{id}/recipients
	Add escalation policy recipients

	DELETE
	/api/v2/escalation_policies/{id}/recipients
	Delete escalation policy recipients

	PUT
	/api/v2/escalation_policies/{id}/status
	Change an escalation policy's status

	GET
	/api/v2/escalation_policies/{id}/workflows
	List escalation policy workflows

	POST
	/api/v2/escalation_policies/{id}/workflows
	Add escalation policy workflows

	DELETE
	/api/v2/escalation_policies/{id}/workflows
	Delete escalation policy workflows




List escalation policies
GET /api/v2/escalation_policies
Parameters
	Parameter
	Type
	Location
	Required
	Description

	search
	string
	query
	No
	

	enabled
	boolean
	query
	No
	Default is both Enabled & Disabled. Valid values are true, false and empty string. — true or false

	limit
	integer($int32)
	query
	No
	Page size. Default is 10. Max value for this parameter is 100. (Default: 10)

	offset
	integer($int32)
	query
	No
	Page number for pagination (0-indexed). (Default: 0)

	sortDir
	string
	query
	No
	Default is asc. e.g., asc or desc. (Default: asc)

	sortBy
	string
	query
	No
	Default is EscalationRule. e.g., EscalationRule or NotificationType or Priority. (Default: escalationrule)



Responses
200 OK
{
  "limit": 10,
  "offset": 0,
  "escalation_policies": [
    {
      "escalation_policy_id": 1001,
      "escalation_policy_name": "Test Escalation Policy 1",
      "description": "Test Description 1",
      "priority": "Test Priority 1",
      "enabled": true,
      "quick_launch": true,
      "notify_using_centralized_settings": true,
      "is_used": true
    },
    {
      "escalation_policy_id": 1002,
      "escalation_policy_name": "Test Escalation Policy 2",
      "description": "Test Description 2",
      "priority": "Test Priority 2",
      "enabled": true,
      "quick_launch": true,
      "notify_using_centralized_settings": false,
      "is_used": false
    }
  ]
}

Create an escalation policy
POST /api/v2/escalation_policies
Parameters
	Parameter
	Type
	Location
	Required
	Description

	escalationRuleCreateRequest
	object
	body
	Yes
	Request body. See schema below.



Request Body Schema (escalationRuleCreateRequest):
{
  "escalation_policy_name": "string",
  "description": "string",
  "priority": "string",
  "enabled": true,
  "quick_launch": true,
  "notify_using_centralized_settings": true,
  "member_roles": [
    {
      "member_role_type": "string",
      "wait_time_between_members_in_mins": 0,
      "role_wait_time_in_mins": 0,
      "no_of_retries": 0,
      "retry_interval": 0,
      "contact_methods": [
        {
          "contact_method_name": "string",
          "wait_time_in_mins": 0,
          "repeat": true,
          "repeat_times": 0,
          "repeat_minutes": 0,
          "to_bcc_or_cc": "string",
          "sequence": 0
        }
      ]
    }
  ],
  "wait_time_before_notifying_next_group_in_min": 0,
  "group_contact_notifications": {
    "contact_methods": [
      {
        "contact_method_name": "string",
        "wait_time_in_mins": 0,
        "to_bcc_or_cc": "string"
      }
    ]
  },
  "workflows": [
    {
      "workflow_id": 0,
      "workflow_name": "string"
    }
  ],
  "outbound_integrations": [
    {
      "outbound_integration_id": 0,
      "name": "string",
      "interval_in_sec": 0,
      "actions": [
        {
          "action_name": "string",
          "enabled": true
        }
      ]
    }
  ],
  "outbound_actions": [
    {
      "action_id": 0,
      "action_name": "string"
    }
  ],
  "options": {
    "acknowledgement": {
      "phone": true,
      "sms": true,
      "email": true,
      "group_chat": true
    },
    "assignment": {
      "phone": true,
      "sms": true,
      "email": true,
      "group_chat": true
    },
    "escalate": {
      "phone": true,
      "sms": true,
      "email": true,
      "group_chat": true
    },
    "close": {
      "phone": true,
      "sms": true,
      "email": true,
      "group_chat": true
    },
    "notification_settings": {
      "email": "string",
      "phone": "string",
      "sms": "string"
    },
    "escalation_policy_name_for_reply": "string",
    "sla_in_hours": 0,
    "message_text": "string",
    "include_alert_id_in_subject": true,
    "one_email_per_message": true,
    "one_message_per_recipient": true,
    "sequence_group_first": true,
    "alert_type": "string",
    "recipients": [
      {
        "recipient_type_id": 0,
        "recipient_id": 0,
        "recipient_name": "string"
      }
    ]
  }
}
Responses
200 OK
Success.

Get an escalation policy
GET /api/v2/escalation_policies/{id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Escalation Policy ID or Escalation Policy Name



Responses
200 OK
{
  "is_used": true,
  "version": "1",
  "escalation_policy_id": 12345,
  "escalation_policy_name": "Escalation Policy Name",
  "description": "Escalation Rule Description",
  "priority": "Critical",
  "enabled": true,
  "quick_launch": false,
  "notify_using_centralized_settings": true,
  "member_roles": [
    {
      "member_role_type": "Primary",
      "wait_time_between_members_in_mins": 5,
      "no_of_retries": 10,
      "retry_interval": 15,
      "contact_methods": [
        {
          "contact_method_name": "SMS-Official",
          "wait_time_in_mins": 10,
          "repeat": true,
          "repeat_times": 10,
          "repeat_minutes": 10,
          "to_bcc_or_cc": ""
        }
      ]
    },
    {
      "member_role_type": "Secondary",
      "wait_time_between_members_in_mins": 20,
      "no_of_retries": 20,
      "retry_interval": 20,
      "contact_methods": [
        {
          "contact_method_name": "Email-Official",
          "wait_time_in_mins": 20,
          "repeat": true,
          "repeat_times": 20,
          "repeat_minutes": 20,
          "to_bcc_or_cc": "To"
        }
      ]
    }
  ],
  "wait_time_before_notifying_next_group_in_min": 5,
  "group_contact_notifications": {
    "contact_methods": [
      {
        "contact_method_name": "Group Email",
        "wait_time_in_mins": 10,
        "to_bcc_or_cc": "To"
      }
    ]
  },
  "workflows": [
    {
      "workflow_id": 2218,
      "workflow_name": "Workflow Name 1"
    },
    {
      "workflow_id": 1375,
      "workflow_name": "Workflow Name 2"
    }
  ],
  "outbound_integrations": [
    {
      "outbound_integration_id": 2652,
      "name": "Intergration System 1",
      "interval_in_sec": 0,
      "actions": [
        {
          "action_name": "POST Issue",
          "enabled": false
        },
        {
          "action_name": "RESOLVE Issue",
          "enabled": false
        },
        {
          "action_name": "PUT Issue",
          "enabled": false
        },
        {
          "action_name": "POST Issue Comment",
          "enabled": false
        },
        {
          "action_name": "POST Request",
          "enabled": false
        },
        {
          "action_name": "SOAP Test",
          "enabled": false
        }
      ]
    }
  ],
  "outbound_actions": [
    {
      "action_id": 597,
      "outbound_action_name": "Integration System 1 OnDemand - POST Issue"
    }
  ],
  "options": {
    "acknowledgement": null,
    "assignment": {
      "phone": true,
      "sms": true,
      "email": true,
      "group_chat": true
    },
    "escalate": {
      "phone": true,
      "sms": true,
      "email": true,
      "group_chat": true
    },
    "close": {
      "phone": true,
      "sms": true,
      "email": true,
      "group_chat": true
    },
    "notification_settings": {
      "email": "AlertOps Email - Long Text",
      "phone": "AlertOps VOIP - Long Text",
      "sms": "sms"
    },
    "alert_type_id": 10,
    "alert_type_name": "Standard Alert",
    "escalation_policy_name_for_reply": "Business No Priority",
    "sla_in_hours": 0,
    "message_text": null,
    "include_alert_id_in_subject": true,
    "one_email_per_message": false,
    "one_message_per_recipient": false,
    "sequence_group_first": true,
    "recipients": [
      {
        "recipient_type_id": 1,
        "recipient_id": 124,
        "recipient_name": "Group Name"
      },
      {
        "recipient_type_id": 2,
        "recipient_id": 4624,
        "recipient_name": "Joe Doe"
      }
    ]
  }
}

Update an escalation policy
PUT /api/v2/escalation_policies/{id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Escalation Policy ID or Escalation Policy Name

	escalationRuleUpdateRequest
	object
	body
	Yes
	Request body. See schema below.



Request Body Schema (escalationRuleUpdateRequest):
{
  "escalation_policy_name": "string",
  "description": "string",
  "priority": "string",
  "enabled": true,
  "quick_launch": true,
  "notify_using_centralized_settings": true,
  "member_roles": [
    {
      "member_role_type": "string",
      "wait_time_between_members_in_mins": 0,
      "role_wait_time_in_mins": 0,
      "no_of_retries": 0,
      "retry_interval": 0,
      "contact_methods": [
        {
          "contact_method_name": "string",
          "wait_time_in_mins": 0,
          "repeat": true,
          "repeat_times": 0,
          "repeat_minutes": 0,
          "to_bcc_or_cc": "string",
          "sequence": 0
        }
      ]
    }
  ],
  "wait_time_before_notifying_next_group_in_min": 0,
  "group_contact_notifications": {
    "contact_methods": [
      {
        "contact_method_name": "string",
        "wait_time_in_mins": 0,
        "to_bcc_or_cc": "string"
      }
    ]
  },
  "workflows": [
    {
      "workflow_id": 0,
      "workflow_name": "string"
    }
  ],
  "outbound_integrations": [
    {
      "outbound_integration_id": 0,
      "name": "string",
      "interval_in_sec": 0,
      "actions": [
        {
          "action_name": "string",
          "enabled": true
        }
      ]
    }
  ],
  "outbound_actions": [
    {
      "action_id": 0,
      "action_name": "string"
    }
  ],
  "options": {
    "acknowledgement": {
      "phone": true,
      "sms": true,
      "email": true,
      "group_chat": true
    },
    "assignment": {
      "phone": true,
      "sms": true,
      "email": true,
      "group_chat": true
    },
    "escalate": {
      "phone": true,
      "sms": true,
      "email": true,
      "group_chat": true
    },
    "close": {
      "phone": true,
      "sms": true,
      "email": true,
      "group_chat": true
    },
    "notification_settings": {
      "email": "string",
      "phone": "string",
      "sms": "string"
    },
    "escalation_policy_name_for_reply": "string",
    "sla_in_hours": 0,
    "message_text": "string",
    "include_alert_id_in_subject": true,
    "one_email_per_message": true,
    "one_message_per_recipient": true,
    "sequence_group_first": true,
    "alert_type": "string",
    "recipients": [
      {
        "recipient_type_id": 0,
        "recipient_id": 0,
        "recipient_name": "string"
      }
    ]
  }
}
Responses
204 No Content
The request was processed successfully. No response body is returned.

Delete an escalation policy
DELETE /api/v2/escalation_policies/{id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Resource ID



Responses
204 No Content
The request was processed successfully. No response body is returned.

List escalation policy group contact notifications contact methods
GET /api/v2/escalation_policies/{id}/group_contact_notifications/contact_methods
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Escalation Policy ID or Escalation Policy Name



Responses
200 OK
[
  {
    "contact_method_name": "Group Email",
    "wait_time_in_mins": 10,
    "to_bcc_or_cc": "To"
  }
]

Create an escalation policy group contact notifications contact method
POST /api/v2/escalation_policies/{id}/group_contact_notifications/contact_methods
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Escalation Policy ID or Escalation Policy Name

	request
	object
	body
	Yes
	Request body. See schema below.



Request Body Schema (request):
{
  "contact_method_name": "string",
  "wait_time_in_mins": 0,
  "to_bcc_or_cc": "string"
}
Responses
200 OK
Success.

Get an escalation policy group contact notifications contact method
GET /api/v2/escalation_policies/{id}/group_contact_notifications/contact_methods/{contact_method_name}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Escalation Policy ID or Escalation Policy Name

	contact_method_name
	string
	path
	Yes
	Contact Method Name



Responses
200 OK
{
  "contact_method_name": "Group Email",
  "wait_time_in_mins": 10,
  "to_bcc_or_cc": "To"
}

Update an escalation policy group contact notifications contact method
PUT /api/v2/escalation_policies/{id}/group_contact_notifications/contact_methods/{contact_method_name}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Escalation Policy ID or Escalation Policy Name

	contact_method_name
	string
	path
	Yes
	Contact Method Name

	request
	object
	body
	Yes
	Request body. See schema below.



Request Body Schema (request):
{
  "wait_time_in_mins": 0,
  "to_bcc_or_cc": "string"
}
Responses
204 No Content
The request was processed successfully. No response body is returned.

Delete an escalation policy group contact notifications contact method
DELETE /api/v2/escalation_policies/{id}/group_contact_notifications/contact_methods/{contact_method_name}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Escalation Policy ID or Escalation Policy Name

	contact_method_name
	string
	path
	Yes
	Contact Method Name



Responses
204 No Content
The request was processed successfully. No response body is returned.

List an escalation policy member roles
GET /api/v2/escalation_policies/{id}/member_roles
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Resource ID



Responses
200 OK
{
  "notify_using_centralized_settings": false,
  "member_roles": [
    {
      "member_role_type": "Primary",
      "wait_time_between_members_in_mins": 5,
      "no_of_retries": 10,
      "retry_interval": 15,
      "contact_methods": [
        {
          "contact_method_name": "SMS-Official",
          "wait_time_in_mins": 10,
          "repeat": true,
          "repeat_times": 10,
          "repeat_minutes": 10,
          "to_bcc_or_cc": ""
        }
      ]
    },
    {
      "member_role_type": "Secondary",
      "wait_time_between_members_in_mins": 20,
      "no_of_retries": 20,
      "retry_interval": 20,
      "contact_methods": [
        {
          "contact_method_name": "Email-Official",
          "wait_time_in_mins": 20,
          "repeat": true,
          "repeat_times": 20,
          "repeat_minutes": 20,
          "to_bcc_or_cc": "To"
        }
      ]
    }
  ]
}

Create an escalation policy member role
POST /api/v2/escalation_policies/{id}/member_roles
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Resource ID

	memberRole
	object
	body
	Yes
	Request body. See schema below.



Request Body Schema (memberRole):
{
  "member_role_type": "string",
  "wait_time_between_members_in_mins": 0,
  "role_wait_time_in_mins": 0,
  "no_of_retries": 0,
  "retry_interval": 0,
  "contact_methods": [
    {
      "contact_method_name": "string",
      "wait_time_in_mins": 0,
      "repeat": true,
      "repeat_times": 0,
      "repeat_minutes": 0,
      "to_bcc_or_cc": "string",
      "sequence": 0
    }
  ]
}
Responses
200 OK
Success.

Get an escalation policy member role
GET /api/v2/escalation_policies/{id}/member_roles/{member_role_type}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Resource ID

	member_role_type
	string
	path
	Yes
	Member Role Type



Responses
200 OK
{
  "member_role_type": "Primary",
  "wait_time_between_members_in_mins": 5,
  "no_of_retries": 10,
  "retry_interval": 15,
  "contact_methods": [
    {
      "contact_method_name": "SMS-Official",
      "wait_time_in_mins": 10,
      "repeat": true,
      "repeat_times": 10,
      "repeat_minutes": 10,
      "to_bcc_or_cc": ""
    }
  ]
}

Update an escalation policy member role
PUT /api/v2/escalation_policies/{id}/member_roles/{member_role_type}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Escalation Policy ID or Escalation Policy Name

	member_role_type
	string
	path
	Yes
	Member Role Type

	memberRoleUpdateRequest
	object
	body
	Yes
	Request body. See schema below.



Request Body Schema (memberRoleUpdateRequest):
{
  "wait_time_between_members_in_mins": 0,
  "role_wait_time_in_mins": 0,
  "no_of_retries": 0,
  "retry_interval": 0,
  "contact_methods": [
    {
      "contact_method_name": "string",
      "wait_time_in_mins": 0,
      "repeat": true,
      "repeat_times": 0,
      "repeat_minutes": 0,
      "to_bcc_or_cc": "string",
      "sequence": 0
    }
  ]
}
Responses
204 No Content
The request was processed successfully. No response body is returned.

Delete an escalation policy member role
DELETE /api/v2/escalation_policies/{id}/member_roles/{member_role_type}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Resource ID

	member_role_type
	string
	path
	Yes
	Member Role Type



Responses
204 No Content
The request was processed successfully. No response body is returned.

List an escalation policy member role contact methods
GET /api/v2/escalation_policies/{id}/member_roles/{member_role_type}/contact_methods
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Resource ID

	member_role_type
	string
	path
	Yes
	Member Role Type



Responses
200 OK
[
  {
    "contact_method_name": "Email-Official",
    "wait_time_in_mins": 0,
    "repeat": false,
    "repeat_times": 0,
    "repeat_minutes": 0,
    "to_bcc_or_cc": "To"
  },
  {
    "contact_method_name": "SMS-Official",
    "wait_time_in_mins": 10,
    "repeat": true,
    "repeat_times": 10,
    "repeat_minutes": 10,
    "to_bcc_or_cc": ""
  },
  {
    "contact_method_name": "Push Notification",
    "wait_time_in_mins": 10,
    "repeat": true,
    "repeat_times": 10,
    "repeat_minutes": 10,
    "to_bcc_or_cc": ""
  }
]

Create an escalation policy member role contact method
POST /api/v2/escalation_policies/{id}/member_roles/{member_role_type}/contact_methods
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Resource ID

	member_role_type
	string
	path
	Yes
	Member Role Type

	memberRoleContactMethod
	object
	body
	Yes
	Request body. See schema below.



Request Body Schema (memberRoleContactMethod):
{
  "contact_method_name": "string",
  "wait_time_in_mins": 0,
  "repeat": true,
  "repeat_times": 0,
  "repeat_minutes": 0,
  "to_bcc_or_cc": "string",
  "sequence": 0
}
Responses
200 OK
Success.

Get an escalation policy member role contact methods
GET /api/v2/escalation_policies/{id}/member_roles/{member_role_type}/contact_methods/{contact_method_name}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Resource ID

	member_role_type
	string
	path
	Yes
	Member Role Type

	contact_method_name
	string
	path
	Yes
	Contact Method Name



Responses
200 OK
{
  "contact_method_name": "SMS-Official",
  "wait_time_in_mins": 10,
  "repeat": true,
  "repeat_times": 10,
  "repeat_minutes": 10,
  "to_bcc_or_cc": ""
}

Update an escalation policy member role contact method
PUT /api/v2/escalation_policies/{id}/member_roles/{member_role_type}/contact_methods/{contact_method_name}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Escalation Policy ID or Escalation Policy Name

	member_role_type
	string
	path
	Yes
	Member Role Type

	contact_method_name
	string
	path
	Yes
	Contact Method Name

	memberRoleContactMethodUpdate
	object
	body
	Yes
	Request body. See schema below.



Request Body Schema (memberRoleContactMethodUpdate):
{
  "wait_time_in_mins": 0,
  "repeat": true,
  "repeat_times": 0,
  "repeat_minutes": 0,
  "to_bcc_or_cc": "string",
  "sequence": 0
}
Responses
204 No Content
The request was processed successfully. No response body is returned.

Delete an escalation policy member role contact method
DELETE /api/v2/escalation_policies/{id}/member_roles/{member_role_type}/contact_methods/{contact_method_name}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Resource ID

	member_role_type
	string
	path
	Yes
	Member Role Type

	contact_method_name
	string
	path
	Yes
	Contact Method Name



Responses
204 No Content
The request was processed successfully. No response body is returned.

Update escalation policy notification settings
PUT /api/v2/escalation_policies/{id}/notify
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Escalation Policy ID or Escalation Policy Name

	request
	object
	body
	Yes
	Request body. See schema below.



Request Body Schema (request):
{
  "notify_using_centralized_settings": true
}
Responses
204 No Content
The request was processed successfully. No response body is returned.

List escalation policy options
GET /api/v2/escalation_policies/{id}/options
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Escalation Policy ID or Escalation Policy Name



Responses
200 OK
{
  "alert_type_id": 10,
  "alert_type_name": "Standard Alert",
  "acknowledgement": null,
  "assignment": {
    "phone": true,
    "sms": true,
    "email": true,
    "group_chat": true
  },
  "escalate": {
    "phone": true,
    "sms": true,
    "email": true,
    "group_chat": true
  },
  "close": {
    "phone": true,
    "sms": true,
    "email": true,
    "group_chat": true
  },
  "notification_settings": {
    "email": "AlertOps Email - Long Text",
    "phone": "AlertOps VOIP - Long Text",
    "sms": "SMS"
  },
  "escalation_policy_name_for_reply": "Business No Priority",
  "sla_in_hours": 0,
  "message_text": null,
  "include_alert_id_in_subject": true,
  "one_email_per_message": false,
  "one_message_per_recipient": false,
  "sequence_group_first": true,
  "recipients": [
    {
      "recipient_type_id": 2,
      "recipient_id": 4621,
      "recipient_name": "Joe Doe"
    }
  ]
}

Update an escalation policy options
PUT /api/v2/escalation_policies/{id}/options
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Escalation Policy ID or Escalation Policy Name

	request
	object
	body
	Yes
	Request body. See schema below.



Request Body Schema (request):
{
  "acknowledgement": {
    "phone": true,
    "sms": true,
    "email": true,
    "group_chat": true
  },
  "assignment": {
    "phone": true,
    "sms": true,
    "email": true,
    "group_chat": true
  },
  "escalate": {
    "phone": true,
    "sms": true,
    "email": true,
    "group_chat": true
  },
  "close": {
    "phone": true,
    "sms": true,
    "email": true,
    "group_chat": true
  },
  "notification_settings": {
    "email": "string",
    "phone": "string",
    "sms": "string"
  },
  "escalation_policy_name_for_reply": "string",
  "sla_in_hours": 0,
  "message_text": "string",
  "include_alert_id_in_subject": true,
  "one_email_per_message": true,
  "one_message_per_recipient": true,
  "sequence_group_first": true,
  "alert_type": "string"
}
Responses
204 No Content
The request was processed successfully. No response body is returned.

List escalation policy outbound actions
GET /api/v2/escalation_policies/{id}/outbound_actions
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Escalation Policy ID or Escalation Policy Name



Responses
200 OK
[
  {
    "action_id": 597,
    "action_name": "Outbound Action"
  }
]

Add escalation policy outbound actions
POST /api/v2/escalation_policies/{id}/outbound_actions
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Escalation Policy ID or Escalation Policy Name

	request
	array[object]
	body
	Yes
	Request body. See schema below.



Request Body Schema (request):
[
  {
    "outbound_action_id": "string"
  }
]
Responses
204 No Content
The request was processed successfully. No response body is returned.

Delete escalation policy outbound actions
DELETE /api/v2/escalation_policies/{id}/outbound_actions
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Escalation Policy ID or Escalation Policy Name

	request
	array[object]
	body
	Yes
	Request body. See schema below.



Request Body Schema (request):
[
  {
    "action_id": 0
  }
]
Responses
204 No Content
The request was processed successfully. No response body is returned.

List escalation policy outbound integrations
GET /api/v2/escalation_policies/{id}/outbound_integrations
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Escalation Policy ID or Escalation Policy Name



Responses
200 OK
[
  {
    "outbound_integration_id": 2652,
    "name": "Intergration System 1",
    "interval_in_sec": 0,
    "actions": []
  }
]

Add escalation policy outbound integrations
POST /api/v2/escalation_policies/{id}/outbound_integrations
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Escalation Policy ID or Escalation Policy Name

	request
	array[object]
	body
	Yes
	Request body. See schema below.



Request Body Schema (request):
[
  {
    "outbound_integration_id": 0
  }
]
Responses
204 No Content
The request was processed successfully. No response body is returned.

Delete escalation policy outbound integrations
DELETE /api/v2/escalation_policies/{id}/outbound_integrations
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Escalation Policy ID or Escalation Policy Name

	request
	array[object]
	body
	Yes
	Request body. See schema below.



Request Body Schema (request):
[
  {
    "outbound_integration_id": 0
  }
]
Responses
204 No Content
The request was processed successfully. No response body is returned.

Update an escalation policy outbound integration
PUT /api/v2/escalation_policies/{id}/outbound_integrations/{outbound_integration_id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Escalation Policy ID or Escalation Policy Name

	outbound_integration_id
	integer($int32)
	path
	Yes
	Outbound Integration ID

	request
	object
	body
	Yes
	Request body. See schema below.



Request Body Schema (request):
{
  "interval_in_sec": 0,
  "actions": [
    {
      "action_name": "string",
      "enabled": true
    }
  ]
}
Responses
204 No Content
The request was processed successfully. No response body is returned.

List escalation policy recipients
GET /api/v2/escalation_policies/{id}/recipients
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Escalation Policy ID or Escalation Policy Name



Responses
200 OK
[
  {
    "escalation_policy_recipient_id": 2657,
    "recipient_type_id": 2,
    "recipient_id": 4621,
    "recipient_name": "Joe Doe"
  }
]

Add escalation policy recipients
POST /api/v2/escalation_policies/{id}/recipients
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Escalation Policy ID or Escalation Policy Name

	request
	array[object]
	body
	Yes
	Request body. See schema below.



Request Body Schema (request):
[
  {
    "recipient_type_id": 0,
    "recipient_id": 0
  }
]
Responses
204 No Content
The request was processed successfully. No response body is returned.

Delete escalation policy recipients
DELETE /api/v2/escalation_policies/{id}/recipients
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Escalation Policy ID or Escalation Policy Name

	request
	array[object]
	body
	Yes
	Request body. See schema below.



Request Body Schema (request):
[
  {
    "escalation_policy_recipient_id": 0
  }
]
Responses
204 No Content
The request was processed successfully. No response body is returned.

Change an escalation policy's status
PUT /api/v2/escalation_policies/{id}/status
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Escalation Policy ID or Escalation Policy Name

	request
	object
	body
	Yes
	Request body. See schema below.



Request Body Schema (request):
{
  "enabled": true
}
Responses
204 No Content
The request was processed successfully. No response body is returned.

List escalation policy workflows
GET /api/v2/escalation_policies/{id}/workflows
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Escalation Policy ID or Escalation Policy Name



Responses
200 OK
[
  {
    "workflow_id": 2218,
    "workflow_name": "Cancel User deliveries on Ack",
    "workflow_type_id": 10,
    "workflow_type_name": "DeliveryAttempt"
  }
]

Add escalation policy workflows
POST /api/v2/escalation_policies/{id}/workflows
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Escalation Policy ID or Escalation Policy Name

	request
	array[object]
	body
	Yes
	Request body. See schema below.



Request Body Schema (request):
[
  {
    "workflow_id": 0
  }
]
Responses
204 No Content
The request was processed successfully. No response body is returned.

Delete escalation policy workflows
DELETE /api/v2/escalation_policies/{id}/workflows
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Escalation Policy ID or Escalation Policy Name

	request
	array[object]
	body
	Yes
	Request body. See schema below.



Request Body Schema (request):
[
  {
    "workflow_id": 0
  }
]
Responses
204 No Content
The request was processed successfully. No response body is returned.


Groups API Endpoints
The Groups API provides full management of user groups, including members, contact methods, topics, and attributes.
Endpoints Summary
	Method
	Endpoint
	Description

	GET
	/api/v2/groups
	List groups

	POST
	/api/v2/groups
	Create a group

	GET
	/api/v2/groups/{id}
	Get a group

	PUT
	/api/v2/groups/{id}
	Update a group

	DELETE
	/api/v2/groups/{id}
	Delete a group

	GET
	/api/v2/groups/{id}/contact_methods
	List a group's contact methods

	POST
	/api/v2/groups/{id}/contact_methods
	Create a group's contact method

	GET
	/api/v2/groups/{id}/contact_methods/{contact_method_name}
	Get a group's contact method

	PUT
	/api/v2/groups/{id}/contact_methods/{contact_method_name}
	Update a group's contact method

	DELETE
	/api/v2/groups/{id}/contact_methods/{contact_method_name}
	Delete a group's contact method

	GET
	/api/v2/groups/{id}/members
	Get a group's members

	POST
	/api/v2/groups/{id}/members
	Add members to a group

	DELETE
	/api/v2/groups/{id}/members
	Delete members from a group

	GET
	/api/v2/groups/{id}/members/{member_type}/{member_id}
	Get a group's member

	PUT
	/api/v2/groups/{id}/members/{member_type}/{member_id}
	Update a member in a group

	DELETE
	/api/v2/groups/{id}/members/{member_type}/{member_id}
	Delete a member from a group

	GET
	/api/v2/groups/{id}/topics
	List a group's topics

	POST
	/api/v2/groups/{id}/topics
	Add topics to a group

	GET
	/api/v2/groups/{id}/topics/{topic_id}
	Get a group's topic

	DELETE
	/api/v2/groups/{id}/topics/{topic_id}
	Delete a topic from a group




List groups
GET /api/v2/groups
Parameters
	Parameter
	Type
	Location
	Required
	Description

	search
	string
	query
	No
	

	limit
	integer($int32)
	query
	No
	Page size. Default is 10. Max value for this parameter is 100. (Default: 10)

	offset
	integer($int32)
	query
	No
	Page number for pagination (0-indexed). (Default: 0)

	sortBy
	string
	query
	No
	Default is GroupName. e.g., GroupName or Description

	sortDir
	string
	query
	No
	Default is asc. e.g., asc or desc

	include
	string
	query
	No
	To include more information. e.g., topics



Responses
200 OK
{
  "limit": 10,
  "offset": 0,
  "groups": [
    {
      "group_id": 1000,
      "group_name": "Group Name 1",
      "description": [],
      "dynamic": false
    },
    {
      "group_id": 1001,
      "group_name": "Group Name 2",
      "description": [
        "Tester",
        "test"
      ],
      "dynamic": false
    }
  ]
}

Create a group
POST /api/v2/groups
Parameters
	Parameter
	Type
	Location
	Required
	Description

	body
	object
	body
	No
	Request body. See schema below.



Request Body Schema (body):
{
  "group_name": "Group Name Sample 1",
  "dynamic": false,
  "description": [
    "TEST",
    "test1"
  ],
  "members": [
    {
      "member_type": "User",
      "member": "testuser1",
      "sequence": 1,
      "roles": [
        "Primary",
        "Manager"
      ]
    },
    {
      "member_type": "User",
      "member": "testuser2",
      "sequence": 2,
      "roles": [
        "Primary",
        "Manager"
      ]
    },
    {
      "member_type": "Group",
      "member": "Existing Group Name",
      "sequence": 3,
      "roles": null
    }
  ],
  "contact_methods": [
    {
      "email_address": "someone@somedomain.com",
      "contact_method_name": "Primary Email",
      "enabled": false,
      "sequence": 1
    },
    {
      "country_code": "1",
      "phone_number": "1234567890",
      "extension": "2345",
      "contact_method_name": "Primary Phone",
      "enabled": false,
      "sequence": 2
    },
    {
      "email_address": "someone@somedomain.com",
      "contact_method_name": "Pager",
      "enabled": false,
      "sequence": 3
    },
    {
      "country_code": "1",
      "phone_number": "1234567890",
      "contact_method_name": "Group SMS",
      "enabled": false,
      "sequence": 4
    },
    {
      "url": "https://somedoamin.com",
      "get_alert_update": false,
      "contact_method_name": "SLACK GROUP",
      "enabled": true,
      "sequence": 5
    }
  ],
  "topics": [
    "Valid Topic Name1",
    "Valid Topic Name2"
  ],
  "attributes": [
    {
      "attribute_name": "Attribute Name",
      "attribute_value": "attribute value"
    }
  ]
}
Responses
200 OK
Success.

Get a group
GET /api/v2/groups/{id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Resource ID



Responses
200 OK
{ "group_id": 1234, "group_name": "Group Name Sample 2", "dynamic": false, "description": [ "TEST", "test1" ], "members": [ { "member_id": 1001, "member_type": "User", "member": "testuser1", "first_name": "user1FirstName", "last_name": "user1LastName", "sequence": 1, "roles": [ "Primary", "Manager" ] }, { "member_id": 1002, "member_type": "User", "member": "testuser2", "first_name": "user2FirstName", "last_name": "user1LastName", "sequence": 2, "roles": [ "Primary", "Manager" ] }, { "member_id": 1003, "member_type": "User", "member": "StakeHolder", "first_name": "StakeHolderFirstName", "last_name": "StakeHolderLastName", "sequence": 3, "roles": [] }, { "member_id": 2001, "member_type": "Group", "member": "Member Group Name", "sequence": 4, "roles": [] } ], "contact_methods": [ { "email_address": "someone@somedomain.com", "contact_method_name": "Primary Email", "enabled": false, "sequence": 1 }, { "country_code": "1", "phone_number": "1234567890", "extension": "2345" "contact_method_name": "Primary Phone", "enabled": false, "sequence": 2 }, { "email_address": "someone@somedomain.com", "contact_method_name": "Pager", "enabled": false, "sequence": 3 }, { "country_code": "1", "phone_number": "1234567890", "contact_method_name": "Group SMS", "enabled": false, "sequence": 4 }, { "url": "https://somedomain.com", "get_alert_update": false, "contact_method_name": "Microsoft Teams", "enabled": true, "sequence": 5 }, { "url": "https://somedoamin.com", "get_alert_update": false, "contact_method_name": "SLACK GROUP", "enabled": true, "sequence": 6 } ], "topics": [ "Topic 1", "Topic 2" ], "attributes": [], "role_in_shift": false }

Update a group
PUT /api/v2/groups/{id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Resource ID

	body
	object
	body
	No
	Request body. See schema below.



Request Body Schema (body):
{
  "group_name": "Group Name Sample 1",
  "description": [
    "TEST",
    "test1"
  ],
  "members": [
    {
      "member_type": "User",
      "member": "testuser1",
      "sequence": 1,
      "roles": [
        "Primary",
        "Manager"
      ]
    },
    {
      "member_type": "User",
      "member": "testuser2",
      "sequence": 2,
      "roles": [
        "Primary",
        "Manager"
      ]
    },
    {
      "member_type": "Group",
      "member": "Existing Group Name",
      "sequence": 3,
      "roles": null
    }
  ],
  "contact_methods": [
    {
      "email_address": "someone@somedomain.com",
      "contact_method_name": "Primary Email",
      "enabled": false,
      "sequence": 1
    },
    {
      "country_code": "1",
      "phone_number": "1234567890",
      "extension": "2345",
      "contact_method_name": "Primary Phone",
      "enabled": false,
      "sequence": 2
    },
    {
      "email_address": "someone@somedomain.com",
      "contact_method_name": "Pager",
      "enabled": false,
      "sequence": 3
    },
    {
      "country_code": "1",
      "phone_number": "1234567890",
      "contact_method_name": "Group SMS",
      "enabled": false,
      "sequence": 4
    },
    {
      "url": "https://somedoamin.com",
      "get_alert_update": false,
      "contact_method_name": "SLACK GROUP",
      "enabled": true,
      "sequence": 6
    }
  ],
  "topics": [
    "Valid Topic Name1",
    "Valid Topic Name2"
  ],
  "attributes": [
    {
      "attribute_name": "Attribute Name",
      "attribute_value": "attribute value"
    }
  ]
}
Responses
204 No Content
The request was processed successfully. No response body is returned.

Delete a group
DELETE /api/v2/groups/{id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Resource ID



Responses
204 No Content
The request was processed successfully. No response body is returned.

List a group's contact methods
GET /api/v2/groups/{id}/contact_methods
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Resource ID



Responses
200 OK
[ { "email_address": "someone@somedomain.com", "contact_method_name": "Primary Email", "enabled": false, "sequence": 1 }, { "country_code": "1", "phone_number": "1234567890", "extension": "2345" "contact_method_name": "Primary Phone", "enabled": false, "sequence": 2 }, { "email_address": "someone@somedomain.com", "contact_method_name": "Pager", "enabled": false, "sequence": 3 }, { "country_code": "1", "phone_number": "1234567890", "contact_method_name": "Group SMS", "enabled": false, "sequence": 4 }, { "url": "https://somedomain.com", "get_alert_update": false, "contact_method_name": "Microsoft Teams", "enabled": true, "sequence": 5 }, { "url": "https://somedoamin.com", "get_alert_update": false, "contact_method_name": "SLACK GROUP", "enabled": true, "sequence": 6 } ]

Create a group's contact method
POST /api/v2/groups/{id}/contact_methods
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Resource ID

	contactMethodCreateRequest
	object
	query
	Yes
	Based on ContactMethodName, the payload is different. Refer Get All for all possible combinations

	body
	object
	body
	No
	Request body. See schema below.



Request Body Schema (body):
{
  "country_code": "1",
  "phone_number": "1234567890",
  "extension": "2345",
  "contact_method_name": "Primary Phone",
  "enabled": false,
  "sequence": 1
}
Responses
200 OK
Success.

Get a group's contact method
GET /api/v2/groups/{id}/contact_methods/{contact_method_name}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Resource ID

	contact_method_name
	string
	path
	Yes
	Contact Method Name



Responses
200 OK
{
  "url": "https://somedoamin.com",
  "get_alert_update": false,
  "contact_method_name": "SLACK GROUP",
  "enabled": true,
  "sequence": 1
}

Update a group's contact method
PUT /api/v2/groups/{id}/contact_methods/{contact_method_name}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Resource ID

	contact_method_name
	string
	path
	Yes
	Contact Method Name

	contactMethodUpdateRequest
	object
	query
	Yes
	Based on Contact Type, the payload is different. Refer Get All for all possible combinations

	body
	object
	body
	No
	Request body. See schema below.



Request Body Schema (body):
{
  "url": "https://somedomain.com",
  "get_alert_update": false,
  "enabled": true,
  "sequence": 2
}
Responses
204 No Content
The request was processed successfully. No response body is returned.

Delete a group's contact method
DELETE /api/v2/groups/{id}/contact_methods/{contact_method_name}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Resource ID

	contact_method_name
	string
	path
	Yes
	Contact Method Name



Responses
204 No Content
The request was processed successfully. No response body is returned.

Get a group's members
GET /api/v2/groups/{id}/members
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Resource ID



Responses
200 OK
{
  "members": [
    {
      "member_id": 1001,
      "member_type": "User",
      "member": "testuser1",
      "first_name": "firstname",
      "last_name": "lastname",
      "sequence": 1,
      "roles": [
        "Primary",
        "Manager"
      ]
    },
    {
      "member_id": 1002,
      "member_type": "User",
      "member": "testuser2",
      "first_name": "firstname",
      "last_name": "lastname",
      "sequence": 2,
      "roles": [
        "Primary",
        "Manager"
      ]
    },
    {
      "member_id": 2001,
      "member_type": "Group",
      "member": "Member Group Name",
      "sequence": 3,
      "roles": []
    }
  ],
  "role_in_shift": false
}

Add members to a group
POST /api/v2/groups/{id}/members
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Resource ID

	request
	array[object]
	body
	Yes
	Request body. See schema below.



Request Body Schema (request):
[
  {
    "member_type": "string",
    "member": "string",
    "sequence": 0,
    "roles": [
      "string"
    ]
  }
]
Responses
200 OK
Success.

Delete members from a group
DELETE /api/v2/groups/{id}/members
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Group ID or Group Name

	request
	array[object]
	body
	Yes
	Request body. See schema below.



Request Body Schema (request):
[
  {
    "member_id": "string",
    "member_type": "string"
  }
]
Responses
204 No Content
The request was processed successfully. No response body is returned.

Get a group's member
GET /api/v2/groups/{id}/members/{member_type}/{member_id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Resource ID

	member_type
	string
	path
	Yes
	User or Group

	member_id
	string
	path
	Yes
	Username/ID or GroupName/ID



Responses
200 OK
{
  "member_id": 1001,
  "member_type": "User",
  "member": "testuser1",
  "first_name": "firstname",
  "last_name": "lastname",
  "sequence": 1,
  "roles": [
    "Primary",
    "Manager"
  ]
}

Update a member in a group
PUT /api/v2/groups/{id}/members/{member_type}/{member_id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Resource ID

	member_type
	string
	path
	Yes
	User or Group

	member_id
	string
	path
	Yes
	Username/ID or GroupName/ID

	body
	object
	body
	No
	Request body. See schema below.



Request Body Schema (body):
{
  "sequence": 1,
  "roles": [
    "Primary",
    "Manager"
  ]
}
Responses
204 No Content
The request was processed successfully. No response body is returned.

Delete a member from a group
DELETE /api/v2/groups/{id}/members/{member_type}/{member_id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Resource ID

	member_type
	string
	path
	Yes
	User or Group

	member_id
	string
	path
	Yes
	Username/ID or GroupName/ID



Responses
204 No Content
The request was processed successfully. No response body is returned.

List a group's topics
GET /api/v2/groups/{id}/topics
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Resource ID



Responses
200 OK
[
  "Sample Topic 1",
  "Sample Topic 2",
  "Sample Topic 3",
  "Sample Topic 4"
]

Add topics to a group
POST /api/v2/groups/{id}/topics
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Resource ID

	body
	object
	body
	No
	Request body. See schema below.



Request Body Schema (body):
{
  "topics": [
    "Valid Topic Name1",
    "Valid Topic Name2"
  ]
}
Responses
200 OK
Success.

Get a group's topic
GET /api/v2/groups/{id}/topics/{topic_id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Resource ID

	topic_id
	string
	path
	Yes
	Topic ID



Responses
200 OK
{
  "topic": "Sample Topic 1"
}

Delete a topic from a group
DELETE /api/v2/groups/{id}/topics/{topic_id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Resource ID

	topic_id
	string
	path
	Yes
	Topic ID



Responses
204 No Content
The request was processed successfully. No response body is returned.


InboundIntegrations API Endpoints
The Inbound Integrations API allows you to configure and manage inbound integrations for API, Email, Slack, Microsoft Teams, Chat, and Heartbeat sources.
Endpoints Summary
	Method
	Endpoint
	Description

	GET
	/api/v2/integrations/inbound
	List inbound integrations

	POST
	/api/v2/integrations/inbound
	Create an inbound integration

	GET
	/api/v2/integrations/inbound/{id}
	Get an inbound integration

	PUT
	/api/v2/integrations/inbound/{id}
	Update an inbound integration

	DELETE
	/api/v2/integrations/inbound/{id}
	Delete an inbound integration

	GET
	/api/v2/integrations/inbound/{id}/delaying_or_grouping
	Get an inbound integration's delaying/grouping

	PUT
	/api/v2/integrations/inbound/{id}/delaying_or_grouping
	Update an inbound integration's delaying/grouping

	GET
	/api/v2/integrations/inbound/{id}/dynamic_recipient_groups
	Get an inbound integration's dynamic recipient groups

	PUT
	/api/v2/integrations/inbound/{id}/dynamic_recipient_groups
	Update an inbound integration's dynamic recipient groups

	GET
	/api/v2/integrations/inbound/{id}/escalation_policy_overrides
	Get List of inbound integration's escalation policy overrides

	PUT
	/api/v2/integrations/inbound/{id}/escalation_policy_overrides
	Update inbound integration's escalation policy overrides

	DELETE
	/api/v2/integrations/inbound/{id}/escalation_policy_overrides
	Delete inbound integration's escalation policy overrides

	GET
	/api/v2/integrations/inbound/{id}/escalation_policy_overrides/time_of_day
	List inbound integration's escalation policy overrides

	POST
	/api/v2/integrations/inbound/{id}/escalation_policy_overrides/time_of_day
	Create an inbound integration's escalation policy override

	GET
	/api/v2/integrations/inbound/{id}/escalation_policy_overrides/time_of_day/{override_id}
	Get an inbound integration's escalation policy override

	PUT
	/api/v2/integrations/inbound/{id}/escalation_policy_overrides/time_of_day/{override_id}
	Update an inbound integration's escalation policy override

	DELETE
	/api/v2/integrations/inbound/{id}/escalation_policy_overrides/time_of_day/{override_id}
	Delete an inbound integration's escalation policy override

	GET
	/api/v2/integrations/inbound/{id}/filters
	Get an inbound integration's filters

	POST
	/api/v2/integrations/inbound/{id}/filters
	Create an inbound integration's filters

	PUT
	/api/v2/integrations/inbound/{id}/filters
	Update an inbound integration's filters

	PUT
	/api/v2/integrations/inbound/{id}/filters/{filter_id}
	Update an inbound integration's filter

	DELETE
	/api/v2/integrations/inbound/{id}/filters/{filter_id}
	Delete an inbound integration's filter

	GET
	/api/v2/integrations/inbound/{id}/mapping
	Get an inbound integration's mapping

	PUT
	/api/v2/integrations/inbound/{id}/mapping
	Update an inbound integration's mapping

	PUT
	/api/v2/integrations/inbound/{id}/status
	Change an inbound integration's status

	GET
	/api/v2/integrations/inbound/events/{id}
	Get an inbound log by event




List inbound integrations
GET /api/v2/integrations/inbound
Parameters
	Parameter
	Type
	Location
	Required
	Description

	search
	string
	query
	No
	

	type
	string
	query
	No
	Possible values are API or Email or Slack or MicrosoftTeams or Heartbeat or Chat

	enabled
	boolean
	query
	No
	Default is both Enabled & Disabled. Valid values are true, false and empty string. — true or false

	limit
	integer($int32)
	query
	No
	Page size. Default is 10. Max value for this parameter is 100. (Default: 10)

	offset
	integer($int32)
	query
	No
	Page number for pagination (0-indexed). (Default: 0)

	sortDir
	string
	query
	No
	Default is asc. e.g., asc or desc. (Default: asc)

	sortBy
	string
	query
	No
	Default is InboundIntegrationName. e.g., InboundIntegrationName or Sequence or EscalationPolicy or Recipients. (Default: InboundIntegrationName)



Responses
200 OK
{
  "limit": 10,
  "offset": 0,
  "inbound_integrations": [
    {
      "inbound_integration_id": 1,
      "inbound_integration_name": "Test Inbound Integration 1",
      "type": "API",
      "sequence": 1,
      "source": "Test Source Name",
      "enabled": true,
      "escalation_policy": "Test Escalation Rule 1",
      "inbound_template_name": "JIRA",
      "is_bidirection": true,
      "in_maintenance": true,
      "last_received": null
    },
    {
      "inbound_integration_id": 2,
      "inbound_integration_name": "Test Inbound Integration 2",
      "type": "Email",
      "sequence": 1,
      "source": "Test Source Name",
      "enabled": false,
      "escalation_policy": "Test Escalation Rule 2",
      "inbound_template_name": "Azure",
      "is_bidirection": false,
      "in_maintenance": false,
      "last_received": null
    },
    {
      "inbound_integration_id": 3,
      "inbound_integration_name": "Test Inbound Integration 3",
      "type": "Slack",
      "sequence": 1,
      "source": "Test Source Name",
      "enabled": true,
      "escalation_policy": "Test Escalation Rule 3",
      "inbound_template_name": null,
      "is_bidirection": false,
      "in_maintenance": null,
      "last_received": null
    },
    {
      "inbound_integration_id": 4,
      "inbound_integration_name": "Test Inbound Integration 4",
      "type": "MicrosoftTeams",
      "sequence": 2,
      "source": "Test Source Name",
      "enabled": true,
      "escalation_policy": "Test Escalation Rule 4",
      "inbound_template_name": "Microsoft Teams",
      "is_bidirection": false,
      "in_maintenance": null,
      "last_received": null
    },
    {
      "inbound_integration_id": 5,
      "inbound_integration_name": "Test Inbound Integration 5",
      "type": "Heartbeat",
      "sequence": 1,
      "source": "Test Source Name",
      "enabled": true,
      "escalation_policy": "Test Escalation Rule 5",
      "inbound_template_name": null,
      "is_bidirection": false,
      "in_maintenance": null,
      "last_received": "2022-08-02T16:24:55"
    }
  ]
}

Create an inbound integration
POST /api/v2/integrations/inbound
Parameters
	Parameter
	Type
	Location
	Required
	Description

	body
	object
	body
	No
	Request body. See schema below.



Request Body Schema (body):
{
  "inbound_integration_name": "string",
  "type": "string",
  "sequence": 0,
  "enabled": true,
  "escalation_policy": "string",
  "recipient_groups": [
    "string"
  ],
  "recipient_users": [
    "string"
  ],
  "bridge": {
    "telephone_number": "string",
    "access_code": "string"
  },
  "inbound_template_id": 0,
  "api_settings": {
    "is_bidirection": true,
    "url_mapping": {
      "method": "string",
      "content": "string",
      "source": "string",
      "source_name": "string",
      "static": true,
      "source_value": "string",
      "source_id": "string",
      "source_url": "string",
      "severity": "string",
      "source_status": "string",
      "assignee": "string",
      "open_alert_when": {
        "field_name": "string",
        "type": "string",
        "values": [
          "string"
        ]
      },
      "close_alert_when": {
        "type": "string",
        "values": [
          "string"
        ]
      },
      "update_alert_when": {
        "type": "string",
        "values": [
          "string"
        ]
      },
      "long_text": "string",
      "short_text": "string",
      "subject": "string",
      "recipient_user": "string",
      "recipient_group": "string",
      "topic": "string",
      "sample_data": "string",
      "sample_field_value": {},
      "custom_alert_fields": [
        {
          "attribute_name": "string",
          "attribute_value": "string",
          "required": true
        }
      ],
      "attachments": {
        "base_path": "string",
        "url": "string",
        "file_name": "string",
        "is_link": true,
        "is_collection": true
      }
    },
    "alert_tags": {
      "business_service": "string",
      "component_type": "string",
      "component_name": "string",
      "data_center": "string",
      "environment": "string",
      "problem_type": "string"
    },
    "delaying_or_grouping": {
      "delaying_rule": {
        "delay": true,
        "delay_notifications_for_every_x_alerts": {
          "every_x_alerts": 0
        },
        "delay_notifications_for_every_x_minutes": {
          "every_x_minutes": 0
        },
        "delay_notifications_for_every_x_alerts_within_x_minutes": {
          "every_x_alerts": 0,
          "every_x_minutes": 0
        },
        "delay_notifications_until_support_hours": {
          "weekly_schedules": [
            {
              "name": "string",
              "days_of_week": {
                "sun": true,
                "mon": true,
                "tue": true,
                "wed": true,
                "thu": true,
                "fri": true,
                "sat": true
              },
              "start_time": {
                "hour": 0,
                "minute": 0
              },
              "end_time": {
                "hour": 0,
                "minute": 0
              }
            }
          ]
        }
      },
      "grouping_rule": {
        "group": true,
        "grouping_with_in_x_minutes": {
          "every_x_minutes": 0
        }
      }
    },
    "filters_to_match_json_or_form_fields": {
      "add_all_filter": {
        "filters": [
          {
            "filter_id": 0,
            "condition": {
              "field_name": "string",
              "type": "string"
            },
            "not": true
          }
        ]
      },
      "add_any_filter": {
        "filters": [
          {
            "filter_id": 0,
            "condition": {
              "field_name": "string",
              "type": "string"
            },
            "not": true
          }
        ]
      }
    },
    "escalation_policy_override": {
      "based_on_time_of_day": {
        "week": {
          "sun": true,
          "mon": true,
          "tue": true,
          "wed": true,
          "thu": true,
          "fri": true,
          "sat": true
        },
        "start_time": {
          "hour": 0,
          "minute": 0
        },
        "end_time": {
          "hour": 0,
          "minute": 0
        },
        "escalation_policy_id": "string",
        "escalation_policy_name": "string"
      },
      "based_on_source_data": [
        {
          "condition": {
            "field_name": "string",
            "type": "string",
            "value": "string"
          },
          "escalation_policy_id": "string",
          "escalation_policy_name": "string"
        }
      ]
    },
    "dynamic_recipient_groups": [
      {
        "condition": {
          "field_name": "string",
          "type": "string",
          "value": "string"
        },
        "recipient_group": "string",
        "group_name": "string"
      }
    ]
  },
  "mail_box": "string",
  "email_settings": {
    "email_mapping": {
      "every_incoming_email_will_open_an_alert": true,
      "source_name": {
        "field_name": "string",
        "start_tag": "string",
        "end_tag": "string"
      },
      "source_identifier": {
        "field_name": "string",
        "start_tag": "string",
        "end_tag": "string"
      },
      "open_alert_when": {
        "field_name": "string",
        "type": "string",
        "values": [
          "string"
        ]
      },
      "close_alert_when": {
        "type": "string",
        "values": [
          "string"
        ]
      },
      "update_alert_when": {
        "type": "string",
        "values": [
          "string"
        ]
      },
      "ignore_duplicates": true,
      "long_text": {
        "field_name": "string",
        "start_tag": "string",
        "end_tag": "string"
      },
      "short_text": {
        "field_name": "string",
        "start_tag": "string",
        "end_tag": "string"
      },
      "source_url": {
        "field_name": "string",
        "start_tag": "string",
        "end_tag": "string"
      },
      "assignee_mail_official": {
        "field_name": "string",
        "start_tag": "string",
        "end_tag": "string"
      },
      "recipient_user": {
        "field_name": "string",
        "start_tag": "string",
        "end_tag": "string"
      },
      "recipient_groups": {
        "field_name": "string",
        "start_tag": "string",
        "end_tag": "string"
      },
      "topic": {
        "field_name": "string",
        "start_tag": "string",
        "end_tag": "string"
      },
      "custom_alert_fields": [
        {
          "attribute_name": "string",
          "attribute_value": "string",
          "required": true,
          "attribute_data_type": "string",
          "start_tag": "string",
          "end_tag": "string"
        }
      ],
      "long_message_text": "string",
      "short_message_text": "string",
      "sample_data": "string"
    },
    "alert_tags": {
      "business_service": {
        "field_name": "string",
        "start_tag": "string",
        "end_tag": "string"
      },
      "component_type": {
        "field_name": "string",
        "start_tag": "string",
        "end_tag": "string"
      },
      "component_name": {
        "field_name": "string",
        "start_tag": "string",
        "end_tag": "string"
      },
      "data_center": {
        "field_name": "string",
        "start_tag": "string",
        "end_tag": "string"
      },
      "environment": {
        "field_name": "string",
        "start_tag": "string",
        "end_tag": "string"
      },
      "problem_type": {
        "field_name": "string",
        "start_tag": "string",
        "end_tag": "string"
      }
    },
    "delaying_or_grouping": {
      "delaying_rule": {
        "delay": true,
        "delay_notifications_for_every_x_alerts": {
          "every_x_alerts": 0
        },
        "delay_notifications_for_every_x_minutes": {
          "every_x_minutes": 0
        },
        "delay_notifications_for_every_x_alerts_within_x_minutes": {
          "every_x_alerts": 0,
          "every_x_minutes": 0
        },
        "delay_notifications_until_support_hours": {
          "weekly_schedules": [
            {
              "name": "string",
              "days_of_week": {
                "sun": true,
                "mon": true,
                "tue": true,
                "wed": true,
                "thu": true,
                "fri": true,
                "sat": true
              },
              "start_time": {
                "hour": 0,
                "minute": 0
              },
              "end_time": {
                "hour": 0,
                "minute": 0
              }
            }
          ]
        }
      },
      "grouping_rule": {
        "group": true,
        "grouping_with_in_x_minutes": {
          "every_x_minutes": 0
        }
      }
    },
    "filters_to_match_incoming_emails": {
      "subject_filters": [
        {
          "filter_id": 0,
          "condition": {
            "type": "string",
            "value": "string"
          },
          "and": true,
          "not": true
        }
      ],
      "body_filters": [
        {
          "filter_id": 0,
          "condition": {
            "type": "string",
            "value": "string"
          },
          "and": true,
          "not": true
        }
      ],
      "sender_or_recipient_filters": [
        {
          "filter_id": 0,
          "recipient_name": "string",
          "recipient_address": "string",
          "recipient_type": "string",
          "and": true,
          "not": true
        }
      ],
      "priority_filters": [
        {
          "filter_id": 0,
          "priority": "string",
          "and": true,
          "not": true
        }
      ]
    },
    "escalation_policy_override": {
      "based_on_time_of_day": {
        "week": {
          "sun": true,
          "mon": true,
          "tue": true,
          "wed": true,
          "thu": true,
          "fri": true,
          "sat": true
        },
        "start_time": {
          "hour": 0,
          "minute": 0
        },
        "end_time": {
          "hour": 0,
          "minute": 0
        },
        "escalation_policy_id": "string",
        "escalation_policy_name": "string"
      },
      "based_on_source_data": [
        {
          "condition": {
            "field_name": "string",
            "type": "string",
            "value": "string"
          },
          "escalation_policy_id": "string",
          "escalation_policy_name": "string"
        }
      ]
    },
    "dynamic_recipient_groups": [
      {
        "condition": {
          "field_name": "string",
          "type": "string",
          "value": "string"
        },
        "recipient_group": "string",
        "group_name": "string"
      }
    ]
  },
  "chat_settings": {
    "url_mapping": {
      "source": "string",
      "source_name": "string",
      "static": true,
      "source_value": "string"
    },
    "escalation_policy_override": {
      "based_on_time_of_day": {
        "week": {
          "sun": true,
          "mon": true,
          "tue": true,
          "wed": true,
          "thu": true,
          "fri": true,
          "sat": true
        },
        "start_time": {
          "hour": 0,
          "minute": 0
        },
        "end_time": {
          "hour": 0,
          "minute": 0
        },
        "escalation_policy_id": "string",
        "escalation_policy_name": "string"
      }
    }
  },
  "heartbeat_settings": {
    "heartbeat_interval_in_min": 0
  }
}
Responses
200 OK
Success.

Get an inbound integration
GET /api/v2/integrations/inbound/{id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	integer($int32)
	path
	Yes
	Resource ID



Responses
200 OK
{ "inbound_integration_id": 1234 "inbound_integration_name": "Test Integration Name", "type": "API", "sequence": 0, "enabled": true, "escalation_policy_id": 5678, "escalation_policy_name": "Test Escalation Rule name", "recipient_groups": [ "GroupName" ], "recipient_users": [ "UserName" ], "bridge": { "telephone_number": "1234567890", "access_code": 125 }, "inbound_template_id": 3, "inbound_template_name": "AWS", "outbound": null, "sample_data": "", "api_url": "https://instance.alertops.com/POSTAlert/12ae8a55-22ee-4761-ac59-d8e6d182ef79/source", "api_settings": { "url_mapping": { "method": "POST", "content": "JSON", "source": "source", "source_name": "source name", "static": true, "source_id": "source id", "source_url": "", "severity": "", "source_status": "source status", "assignee": "", "open_alert_when": { "field_name": "SourceStatus", "type": "Contains Any ", "values": [ "Value 1" ] }, "close_alert_when": { "type": "Contains Any ", "values": [ "Value 1", "Value 2" ] }, "update_alert_when": { "type": "Contains Any ", "values": [ "Value 1" ] }, "long_text": "Subject", "short_text": "Subject", "subject": "Subject", "recipient_user": "some user", "recipient_group": "some group", "topic": "some topic XYZ", "custom_alert_fields": [ { "attribute_name": "name 1", "attribute_value": "value 1", "attribute_data_type": "ShortString", "start_tag": "", "end_tag": "" }, { "attribute_name": "name 2", "attribute_value": "value 2", "attribute_data_type": "ShortString", "start_tag": "", "end_tag": "" }, { "attribute_name": "name 3", "attribute_value": "value 3", "attribute_data_type": "ShortString", "start_tag": "", "end_tag": "" } ], "attachments": { "base_path": "path", "url": "url", "file_name": "filename", "is_link": true, "is_collection": true } }, "alert_tags": { "business_service": "", "component_type": "", "component_name": "", "data_center": "", "environment": "", "problem_type": "" }, "delaying_or_grouping": { "delaying_rule": { "delay": true, "delay_notifications_for_every_x_alerts": null, "delay_notifications_for_every_x_minutes": null, "delay_notifications_for_every_x_alerts_within_x_minutes": { "every_x_alerts": 5, "every_x_minutes": 5 }, "delay_notifications_until_support_hours": null }, "grouping_rule": null }, "filters_to_match_json_or_form_fields": { "add_all_filter": { "filters": [ { "condition": { "field_name": "Subject", "type": "Contains", "value": "Subject" }, "not": false } ] }, "add_any_filter": { "filters": [ { "condition": { "field_name": "Body", "type": "MatchesRegex", "value": "Body" }, "not": false } ] } }, "escalation_policy_override": { "based_on_time_of_day": null, "based_on_source_data": [ { "condition": { "field_name": "Subject", "type": "Contains", "value": "Subject1" }, "escalation_policy_id": "1234", "escalation_policy_name": "Escalation Policy" } ] }, "dynamic_recipient_groups": [ { "condition": { "field_name": "Subject", "type": "Contains", "value": "subject" }, "recipient_group": "1256" } ] }, "mail_box": null, "email_settings": null, "add_to_slack_url": null, "api_token": null, "chat_settings": null, "heartbeat_settings": null }

Update an inbound integration
PUT /api/v2/integrations/inbound/{id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	integer($int32)
	path
	Yes
	Resource ID

	body
	object
	body
	No
	Request body. See schema below.



Request Body Schema (body):
{
  "inbound_integration_name": "string",
  "type": "string",
  "sequence": 0,
  "enabled": true,
  "escalation_policy": "string",
  "recipient_groups": [
    "string"
  ],
  "recipient_users": [
    "string"
  ],
  "bridge": {
    "telephone_number": "string",
    "access_code": "string"
  },
  "api_settings": {
    "is_bidirection": true,
    "url_mapping": {
      "method": "string",
      "content": "string",
      "source": "string",
      "source_name": "string",
      "static": true,
      "source_value": "string",
      "source_id": "string",
      "source_url": "string",
      "severity": "string",
      "source_status": "string",
      "assignee": "string",
      "open_alert_when": {
        "field_name": "string",
        "type": "string",
        "values": [
          "string"
        ]
      },
      "close_alert_when": {
        "type": "string",
        "values": [
          "string"
        ]
      },
      "update_alert_when": {
        "type": "string",
        "values": [
          "string"
        ]
      },
      "long_text": "string",
      "short_text": "string",
      "subject": "string",
      "recipient_user": "string",
      "recipient_group": "string",
      "topic": "string",
      "sample_data": "string",
      "sample_field_value": {},
      "custom_alert_fields": [
        {
          "attribute_name": "string",
          "attribute_value": "string",
          "required": true
        }
      ],
      "attachments": {
        "base_path": "string",
        "url": "string",
        "file_name": "string",
        "is_link": true,
        "is_collection": true
      }
    },
    "alert_tags": {
      "business_service": "string",
      "component_type": "string",
      "component_name": "string",
      "data_center": "string",
      "environment": "string",
      "problem_type": "string"
    },
    "delaying_or_grouping": {
      "delaying_rule": {
        "delay": true,
        "delay_notifications_for_every_x_alerts": {
          "every_x_alerts": 0
        },
        "delay_notifications_for_every_x_minutes": {
          "every_x_minutes": 0
        },
        "delay_notifications_for_every_x_alerts_within_x_minutes": {
          "every_x_alerts": 0,
          "every_x_minutes": 0
        },
        "delay_notifications_until_support_hours": {
          "weekly_schedules": [
            {
              "name": "string",
              "days_of_week": {
                "sun": true,
                "mon": true,
                "tue": true,
                "wed": true,
                "thu": true,
                "fri": true,
                "sat": true
              },
              "start_time": {
                "hour": 0,
                "minute": 0
              },
              "end_time": {
                "hour": 0,
                "minute": 0
              }
            }
          ]
        }
      },
      "grouping_rule": {
        "group": true,
        "grouping_with_in_x_minutes": {
          "every_x_minutes": 0
        }
      }
    },
    "filters_to_match_json_or_form_fields": {
      "add_all_filter": {
        "filters": [
          {
            "filter_id": 0,
            "condition": {
              "field_name": "string",
              "type": "string"
            },
            "not": true
          }
        ]
      },
      "add_any_filter": {
        "filters": [
          {
            "filter_id": 0,
            "condition": {
              "field_name": "string",
              "type": "string"
            },
            "not": true
          }
        ]
      }
    },
    "escalation_policy_override": {
      "based_on_time_of_day": {
        "week": {
          "sun": true,
          "mon": true,
          "tue": true,
          "wed": true,
          "thu": true,
          "fri": true,
          "sat": true
        },
        "start_time": {
          "hour": 0,
          "minute": 0
        },
        "end_time": {
          "hour": 0,
          "minute": 0
        },
        "escalation_policy_id": "string",
        "escalation_policy_name": "string"
      },
      "based_on_source_data": [
        {
          "condition": {
            "field_name": "string",
            "type": "string",
            "value": "string"
          },
          "escalation_policy_id": "string",
          "escalation_policy_name": "string"
        }
      ]
    },
    "dynamic_recipient_groups": [
      {
        "condition": {
          "field_name": "string",
          "type": "string",
          "value": "string"
        },
        "recipient_group": "string",
        "group_name": "string"
      }
    ]
  },
  "mail_box": "string",
  "email_settings": {
    "email_mapping": {
      "every_incoming_email_will_open_an_alert": true,
      "source_name": {
        "field_name": "string",
        "start_tag": "string",
        "end_tag": "string"
      },
      "source_identifier": {
        "field_name": "string",
        "start_tag": "string",
        "end_tag": "string"
      },
      "open_alert_when": {
        "field_name": "string",
        "type": "string",
        "values": [
          "string"
        ]
      },
      "close_alert_when": {
        "type": "string",
        "values": [
          "string"
        ]
      },
      "update_alert_when": {
        "type": "string",
        "values": [
          "string"
        ]
      },
      "ignore_duplicates": true,
      "long_text": {
        "field_name": "string",
        "start_tag": "string",
        "end_tag": "string"
      },
      "short_text": {
        "field_name": "string",
        "start_tag": "string",
        "end_tag": "string"
      },
      "source_url": {
        "field_name": "string",
        "start_tag": "string",
        "end_tag": "string"
      },
      "assignee_mail_official": {
        "field_name": "string",
        "start_tag": "string",
        "end_tag": "string"
      },
      "recipient_user": {
        "field_name": "string",
        "start_tag": "string",
        "end_tag": "string"
      },
      "recipient_groups": {
        "field_name": "string",
        "start_tag": "string",
        "end_tag": "string"
      },
      "topic": {
        "field_name": "string",
        "start_tag": "string",
        "end_tag": "string"
      },
      "custom_alert_fields": [
        {
          "attribute_name": "string",
          "attribute_value": "string",
          "required": true,
          "attribute_data_type": "string",
          "start_tag": "string",
          "end_tag": "string"
        }
      ],
      "long_message_text": "string",
      "short_message_text": "string",
      "sample_data": "string"
    },
    "alert_tags": {
      "business_service": {
        "field_name": "string",
        "start_tag": "string",
        "end_tag": "string"
      },
      "component_type": {
        "field_name": "string",
        "start_tag": "string",
        "end_tag": "string"
      },
      "component_name": {
        "field_name": "string",
        "start_tag": "string",
        "end_tag": "string"
      },
      "data_center": {
        "field_name": "string",
        "start_tag": "string",
        "end_tag": "string"
      },
      "environment": {
        "field_name": "string",
        "start_tag": "string",
        "end_tag": "string"
      },
      "problem_type": {
        "field_name": "string",
        "start_tag": "string",
        "end_tag": "string"
      }
    },
    "delaying_or_grouping": {
      "delaying_rule": {
        "delay": true,
        "delay_notifications_for_every_x_alerts": {
          "every_x_alerts": 0
        },
        "delay_notifications_for_every_x_minutes": {
          "every_x_minutes": 0
        },
        "delay_notifications_for_every_x_alerts_within_x_minutes": {
          "every_x_alerts": 0,
          "every_x_minutes": 0
        },
        "delay_notifications_until_support_hours": {
          "weekly_schedules": [
            {
              "name": "string",
              "days_of_week": {
                "sun": true,
                "mon": true,
                "tue": true,
                "wed": true,
                "thu": true,
                "fri": true,
                "sat": true
              },
              "start_time": {
                "hour": 0,
                "minute": 0
              },
              "end_time": {
                "hour": 0,
                "minute": 0
              }
            }
          ]
        }
      },
      "grouping_rule": {
        "group": true,
        "grouping_with_in_x_minutes": {
          "every_x_minutes": 0
        }
      }
    },
    "filters_to_match_incoming_emails": {
      "subject_filters": [
        {
          "filter_id": 0,
          "condition": {
            "type": "string",
            "value": "string"
          },
          "and": true,
          "not": true
        }
      ],
      "body_filters": [
        {
          "filter_id": 0,
          "condition": {
            "type": "string",
            "value": "string"
          },
          "and": true,
          "not": true
        }
      ],
      "sender_or_recipient_filters": [
        {
          "filter_id": 0,
          "recipient_name": "string",
          "recipient_address": "string",
          "recipient_type": "string",
          "and": true,
          "not": true
        }
      ],
      "priority_filters": [
        {
          "filter_id": 0,
          "priority": "string",
          "and": true,
          "not": true
        }
      ]
    },
    "escalation_policy_override": {
      "based_on_time_of_day": {
        "week": {
          "sun": true,
          "mon": true,
          "tue": true,
          "wed": true,
          "thu": true,
          "fri": true,
          "sat": true
        },
        "start_time": {
          "hour": 0,
          "minute": 0
        },
        "end_time": {
          "hour": 0,
          "minute": 0
        },
        "escalation_policy_id": "string",
        "escalation_policy_name": "string"
      },
      "based_on_source_data": [
        {
          "condition": {
            "field_name": "string",
            "type": "string",
            "value": "string"
          },
          "escalation_policy_id": "string",
          "escalation_policy_name": "string"
        }
      ]
    },
    "dynamic_recipient_groups": [
      {
        "condition": {
          "field_name": "string",
          "type": "string",
          "value": "string"
        },
        "recipient_group": "string",
        "group_name": "string"
      }
    ]
  },
  "chat_settings": {
    "url_mapping": {
      "source": "string",
      "source_name": "string",
      "static": true,
      "source_value": "string"
    },
    "escalation_policy_override": {
      "based_on_time_of_day": {
        "week": {
          "sun": true,
          "mon": true,
          "tue": true,
          "wed": true,
          "thu": true,
          "fri": true,
          "sat": true
        },
        "start_time": {
          "hour": 0,
          "minute": 0
        },
        "end_time": {
          "hour": 0,
          "minute": 0
        },
        "escalation_policy_id": "string",
        "escalation_policy_name": "string"
      }
    }
  },
  "heartbeat_settings": {
    "heartbeat_interval_in_min": 0
  }
}
Responses
204 No Content
The request was processed successfully. No response body is returned.

Delete an inbound integration
DELETE /api/v2/integrations/inbound/{id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	integer($int32)
	path
	Yes
	Resource ID



Responses
204 No Content
The request was processed successfully. No response body is returned.

Get an inbound integration's delaying/grouping
GET /api/v2/integrations/inbound/{id}/delaying_or_grouping
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	integer($int32)
	path
	Yes
	Resource ID



Responses
200 OK
{
  "delaying_rule": {
    "delay": true,
    "delay_notifications_for_every_x_alerts": {
      "every_x_alerts": 3
    },
    "delay_notifications_for_every_x_minutes": null,
    "delay_notifications_for_every_x_alerts_within_x_minutes": null,
    "delay_notifications_until_support_hours": null
  },
  "grouping_rule": null
}

Update an inbound integration's delaying/grouping
PUT /api/v2/integrations/inbound/{id}/delaying_or_grouping
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	integer($int32)
	path
	Yes
	Resource ID

	AlertDelayingOrGroupingRule
	object
	body
	Yes
	Request body. See schema below.



Request Body Schema (AlertDelayingOrGroupingRule):
{
  "delaying_rule": {
    "delay": true,
    "delay_notifications_for_every_x_alerts": {
      "every_x_alerts": 0
    },
    "delay_notifications_for_every_x_minutes": {
      "every_x_minutes": 0
    },
    "delay_notifications_for_every_x_alerts_within_x_minutes": {
      "every_x_alerts": 0,
      "every_x_minutes": 0
    },
    "delay_notifications_until_support_hours": {
      "weekly_schedules": [
        {
          "name": "string",
          "days_of_week": {
            "sun": true,
            "mon": true,
            "tue": true,
            "wed": true,
            "thu": true,
            "fri": true,
            "sat": true
          },
          "start_time": {
            "hour": 0,
            "minute": 0
          },
          "end_time": {
            "hour": 0,
            "minute": 0
          }
        }
      ]
    }
  },
  "grouping_rule": {
    "group": true,
    "grouping_with_in_x_minutes": {
      "every_x_minutes": 0
    }
  }
}
Responses
204 No Content
The request was processed successfully. No response body is returned.

Get an inbound integration's dynamic recipient groups
GET /api/v2/integrations/inbound/{id}/dynamic_recipient_groups
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	integer($int32)
	path
	Yes
	Resource ID



Responses
200 OK
[
  {
    "condition": {
      "field_name": "Subject",
      "type": "Contains",
      "value": "subject"
    },
    "recipient_group": "1256",
    "group_name": "TestGroup"
  }
]

Update an inbound integration's dynamic recipient groups
PUT /api/v2/integrations/inbound/{id}/dynamic_recipient_groups
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	integer($int32)
	path
	Yes
	Resource ID

	DynamicRecipientGroupsUpdateRequest
	array[object]
	body
	Yes
	Request body. See schema below.



Request Body Schema (DynamicRecipientGroupsUpdateRequest):
[
  {
    "condition": {
      "field_name": "string",
      "type": "string",
      "value": "string"
    },
    "recipient_group": "string",
    "group_name": "string"
  }
]
Responses
204 No Content
The request was processed successfully. No response body is returned.

Get List of inbound integration's escalation policy overrides
GET /api/v2/integrations/inbound/{id}/escalation_policy_overrides
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	integer($int32)
	path
	Yes
	Resource ID



Responses
200 OK
{ "based_on_time_of_day": null, "based_on_source_data": [ { "condition": { "field_name": "Subject", "type": "Contains", "value": "Subject1" }, "escalation_policy": "1234", "escalation_policy_name": "Blast MR" } ] } }

Update inbound integration's escalation policy overrides
PUT /api/v2/integrations/inbound/{id}/escalation_policy_overrides
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	integer($int32)
	path
	Yes
	Resource ID

	EscalationPolicyOverrideUpdateRequest
	object
	query
	Yes
	Based on Integration Type, the payload is different. Refer Get Endpoint for possible payload



Responses
204 No Content
The request was processed successfully. No response body is returned.

Delete inbound integration's escalation policy overrides
DELETE /api/v2/integrations/inbound/{id}/escalation_policy_overrides
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	integer($int32)
	path
	Yes
	Resource ID



Responses
204 No Content
The request was processed successfully. No response body is returned.

List inbound integration's escalation policy overrides
GET /api/v2/integrations/inbound/{id}/escalation_policy_overrides/time_of_day
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	integer($int32)
	path
	Yes
	Resource ID



Responses
200 OK
[
  {
    "override_id": 123,
    "week": {
      "sun": false,
      "mon": true,
      "tue": false,
      "wed": true,
      "thu": false,
      "fri": true,
      "sat": false
    },
    "start_time": {
      "hour": 1,
      "minute": 1
    },
    "end_time": {
      "hour": 2,
      "minute": 2
    },
    "escalation_policy_id": "1234",
    "escalation_policy_name": "Escalation Policy1"
  }
]

Create an inbound integration's escalation policy override
POST /api/v2/integrations/inbound/{id}/escalation_policy_overrides/time_of_day
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	integer($int32)
	path
	Yes
	Resource ID

	EscalationPolicyOverrideCreateRequest
	object
	query
	Yes
	Based on Integration Type, the payload is different. Refer Get Endpoint for possible payload



Responses
200 OK
Success.

Get an inbound integration's escalation policy override
GET /api/v2/integrations/inbound/{id}/escalation_policy_overrides/time_of_day/{override_id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	integer($int32)
	path
	Yes
	Resource ID

	override_id
	integer($int32)
	path
	Yes
	Override Id



Responses
200 OK
{
  "override_id": 123,
  "week": {
    "sun": false,
    "mon": true,
    "tue": false,
    "wed": true,
    "thu": false,
    "fri": true,
    "sat": false
  },
  "start_time": {
    "hour": 1,
    "minute": 1
  },
  "end_time": {
    "hour": 2,
    "minute": 2
  },
  "escalation_policy_id": "1234",
  "escalation_policy_name": "Escalation Policy1"
}

Update an inbound integration's escalation policy override
PUT /api/v2/integrations/inbound/{id}/escalation_policy_overrides/time_of_day/{override_id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	integer($int32)
	path
	Yes
	Resource ID

	override_id
	integer($int32)
	path
	Yes
	Override Id

	EscalationPolicyOverrideUpdateRequest
	object
	query
	Yes
	Based on Integration Type, the payload is different. Refer Get Endpoint for possible payload



Responses
204 No Content
The request was processed successfully. No response body is returned.

Delete an inbound integration's escalation policy override
DELETE /api/v2/integrations/inbound/{id}/escalation_policy_overrides/time_of_day/{override_id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	integer($int32)
	path
	Yes
	Resource ID

	override_id
	integer($int32)
	path
	Yes
	Override Id



Responses
204 No Content
The request was processed successfully. No response body is returned.

Get an inbound integration's filters
GET /api/v2/integrations/inbound/{id}/filters
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	integer($int32)
	path
	Yes
	Resource ID



Responses
200 OK
{
  "add_all_filter": {
    "filters": [
      {
        "filter_id": 1225,
        "condition": {
          "field_name": "AllField1",
          "type": "Contains",
          "value": "AllValue1"
        },
        "not": false
      }
    ]
  },
  "add_any_filter": {
    "filters": [
      {
        "filter_id": 1227,
        "condition": {
          "field_name": "AnyField1",
          "type": "Contains",
          "value": "AnyValue1"
        },
        "not": false
      }
    ]
  }
}

Create an inbound integration's filters
POST /api/v2/integrations/inbound/{id}/filters
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	integer($int32)
	path
	Yes
	Resource ID

	FilterUpdateRequest
	object
	query
	Yes
	Based on Integration Type, the payload is different. Refer Get Endpoint for possible payload



Responses
200 OK
Success.

Update an inbound integration's filters
PUT /api/v2/integrations/inbound/{id}/filters
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	integer($int32)
	path
	Yes
	Resource ID

	FilterUpdateRequest
	object
	query
	Yes
	Based on Integration Type, the payload is different. Refer Get Endpoint for possible payload



Responses
204 No Content
The request was processed successfully. No response body is returned.

Update an inbound integration's filter
PUT /api/v2/integrations/inbound/{id}/filters/{filter_id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	integer($int32)
	path
	Yes
	Resource ID

	filter_id
	integer($int32)
	path
	Yes
	Filter Id

	filterUpdateRequest
	object
	query
	Yes
	Based on Integration Type, the payload is different. Refer Get Endpoint for possible payload



Responses
204 No Content
The request was processed successfully. No response body is returned.

Delete an inbound integration's filter
DELETE /api/v2/integrations/inbound/{id}/filters/{filter_id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	integer($int32)
	path
	Yes
	Resource ID

	filter_id
	integer($int32)
	path
	Yes
	Filter Id



Responses
204 No Content
The request was processed successfully. No response body is returned.

Get an inbound integration's mapping
GET /api/v2/integrations/inbound/{id}/mapping
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	integer($int32)
	path
	Yes
	Resource ID



Responses
200 OK
{
  "method": "POST",
  "content": "JSON",
  "source": "source",
  "source_name": "source name",
  "static": true,
  "source_id": "source id",
  "source_url": "",
  "severity": "",
  "source_status": "source status",
  "assignee": "",
  "open_alert_when": {
    "field_name": "SourceStatus",
    "type": "Contains Any ",
    "values": [
      "Value 1"
    ]
  },
  "close_alert_when": {
    "type": "Contains Any ",
    "values": [
      "Value 1",
      "Value 2"
    ]
  },
  "update_alert_when": {
    "type": "Contains Any ",
    "values": [
      "Value 1"
    ]
  },
  "long_text": "Subject",
  "short_text": "Subject",
  "subject": "Subject",
  "recipient_user": "some user",
  "recipient_group": "some group",
  "topic": "some topic XYZ",
  "sample_data": "sample data",
  "custom_alert_fields": [
    {
      "attribute_name": "name 1",
      "attribute_value": "value 1"
    },
    {
      "attribute_name": "name 2",
      "attribute_value": "value 2"
    },
    {
      "attribute_name": "name 3",
      "attribute_value": "value 3"
    }
  ]
}

Update an inbound integration's mapping
PUT /api/v2/integrations/inbound/{id}/mapping
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	integer($int32)
	path
	Yes
	Resource ID

	MappingUpdateRequest
	object
	query
	Yes
	Based on Integration Type, the payload is different. Refer Get Endpoint for possible payload



Responses
204 No Content
The request was processed successfully. No response body is returned.

Change an inbound integration's status
PUT /api/v2/integrations/inbound/{id}/status
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	integer($int32)
	path
	Yes
	Resource ID

	request
	object
	body
	Yes
	Request body. See schema below.



Request Body Schema (request):
{
  "enabled": true
}
Responses
204 No Content
The request was processed successfully. No response body is returned.

Get an inbound log by event
GET /api/v2/integrations/inbound/events/{id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Provider ID



Responses
200 OK
{
  "alert_id": null,
  "message_id": 54059,
  "mapping_status": "Pending",
  "date_sent": "2021-07-06T21:57:45",
  "inbound_integration_name": "No Mapping Rule",
  "date_received": "2021-07-06T21:57:45",
  "source": "PageoutTest",
  "date_processed": null,
  "source_name": "PageoutTest",
  "source_identifier": "07060948",
  "subject": "Perf Test EMail Only ",
  "sender": null,
  "body": null,
  "attachments": null,
  "message_status": null,
  "thread_status": null,
  "recipients": null
}


Incidents API Endpoints
The Incidents API provides management of status page incidents and maintenance windows, including messages, components, postmortems, and subscriber notifications.
Endpoints Summary
	Method
	Endpoint
	Description

	GET
	/api/v2/incidents
	List incidents / maintenance

	POST
	/api/v2/incidents
	Create an incident / maintenance

	GET
	/api/v2/incidents/{id}
	Get an incident / maintenance

	PUT
	/api/v2/incidents/{id}
	Update an incident / maintenance

	GET
	/api/v2/incidents/{id}/notifications
	List incident notifications

	GET
	/api/v2/incidents/{id}/postmortem
	Get an incident postmortem

	POST
	/api/v2/incidents/{id}/postmortem
	Create an incident postmortem

	PUT
	/api/v2/incidents/{id}/postmortem/{postmortem_id}
	Update an incident postmortem




List incidents / maintenance
GET /api/v2/incidents
Parameters
	Parameter
	Type
	Location
	Required
	Description

	fromDate
	string
	query
	No
	

	toDate
	string
	query
	No
	

	componentId
	string
	query
	No
	



Responses
200 OK
[
  {
    "incident_id": 1234,
    "subject": "Test Subject one",
    "messages": [
      {
        "created_date": "2020-12-09T11:46:00",
        "description": "Test Description one",
        "description_html": "Test Description one",
        "incident_state": "Investigating"
      }
    ],
    "components": [
      {
        "component_id": 11,
        "component_name": "Component 1"
      }
    ],
    "opened_date": "2020-12-09T11:46:00",
    "closed_date": "2020-12-15T09:23:31",
    "is_maintenance": true
  }
]

Create an incident / maintenance
POST /api/v2/incidents
Parameters
	Parameter
	Type
	Location
	Required
	Description

	incidentCreate
	object
	query
	Yes
	

	body
	object
	body
	No
	Request body. See schema below.



Request Body Schema (body):
{
  "is_maintenance": true,
  "incident_state": "Investigating/ Identified/ Monitoring /Resolved",
  "description": "This is incident/ maintenance decription",
  "component_id": [
    123,
    456
  ],
  "notify_subscribers": true,
  "email": "true (Only if notify_subscribers = true)",
  "sms": "true (Only if notify_subscribers = true)",
  "slack_dm": "false (Only if notify_subscribers = true and accounts enabled)",
  "subject": "This is incident/ maintenance Subject",
  "start_date": "2021-8-6",
  "start_hour": 10,
  "start_minute": 30,
  "duration_minutes": 50,
  "notify_hour_before": true,
  "notify_at_start": true,
  "notify_at_end": true
}
Responses
200 OK
Success.

Get an incident / maintenance
GET /api/v2/incidents/{id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	integer($int32)
	path
	Yes
	Resource ID



Responses
200 OK
{
  "incident_id": 1234,
  "is_maintenance": true,
  "subject": "Test Incident Subject",
  "closed_date": "2021-08-06T06:21:05",
  "start_date": "2021-08-06T00:00:00",
  "start_hour": 10,
  "start_minute": 30,
  "duration_minutes": 50,
  "notify_hour_before": true,
  "notify_at_start": true,
  "notify_at_end": true,
  "messages": [
    {
      "created_date": "2020-12-09T11:46:00",
      "description": "Test Description one",
      "description_html": "Test Description one",
      "incident_state": "Monitoring"
    }
  ],
  "components": [
    {
      "component_id": 11,
      "component_name": "Component 1"
    }
  ]
}

Update an incident / maintenance
PUT /api/v2/incidents/{id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	integer($int32)
	path
	Yes
	Incident ID

	incidentUpdate
	object
	query
	Yes
	

	body
	object
	body
	No
	Request body. See schema below.



Request Body Schema (body):
{
  "is_maintenance": true,
  "incident_state": "Investigating/ Identified/ Monitoring /Resolved",
  "description": "This is incident/ maintenance decription",
  "component_id": [
    123,
    456
  ],
  "notify_subscribers": true,
  "email": "true (Only if notify_subscribers = true)",
  "sms": "true (Only if notify_subscribers = true)",
  "slack_dm": "false (Only if notify_subscribers = true and accounts enabled)",
  "subject": "This is incident/ maintenance Subject",
  "start_date": "2021-8-6",
  "start_hour": 10,
  "start_minute": 30,
  "duration_minutes": 50,
  "notify_hour_before": true,
  "notify_at_start": true,
  "notify_at_end": true
}
Responses
204 No Content
The request was processed successfully. No response body is returned.

List incident notifications
GET /api/v2/incidents/{id}/notifications
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	integer($int32)
	path
	Yes
	Incident ID.



Responses
200 OK
[
  {
    "message_id": 220579,
    "created_date": "2021-06-02T15:07:50",
    "created_by": "Joe Doe",
    "description": "Update incident - Resolved (Notify Email Slack... No SMS) ",
    "description_html": "Update incident - Resolved (Notify Email Slack... No SMS)",
    "incident_state": "Resolved",
    "recipients": [
      {
        "recipient": "Joe Doe",
        "recipient_id": 1534,
        "recipient_type": "User",
        "group_name": "",
        "notifications": [
          {
            "date_sent": "2021-06-02T15:07:52",
            "date_ack": "",
            "status": "Sent",
            "contact": "jdoe@CyberKorp.com",
            "contact_data_type": "EMAIL",
            "contact_type": "Email-Official"
          }
        ]
      }
    ]
  }
]

Get an incident postmortem
GET /api/v2/incidents/{id}/postmortem
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	integer($int32)
	path
	Yes
	Incident ID.



Responses
200 OK
{
  "postmortem_id": 17,
  "name": "Resolved",
  "owner": "Joe Doe",
  "status": "Published",
  "impact_start": "2021-03-22T13:27:08",
  "impact_end": "2021-03-26T14:11:27",
  "duration": "4 days, 0 hours, 44 minutes",
  "postmortem_fields": [
    {
      "postmortem_field_id": 163,
      "postmortem_field_name": "Comments",
      "postmortem_field_value": "None"
    }
  ]
}

Create an incident postmortem
POST /api/v2/incidents/{id}/postmortem
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	integer($int32)
	path
	Yes
	Incident ID.

	request
	object
	body
	Yes
	Request body. See schema below.



Request Body Schema (request):
{
  "name": "string",
  "status": "string",
  "impact_start": "string",
  "impact_end": "string",
  "notify_subscribers": true,
  "postmortem_fields": [
    {
      "postmortem_field_id": 0,
      "postmortem_field_value": "string"
    }
  ]
}
Responses
200 OK
Success.

Update an incident postmortem
PUT /api/v2/incidents/{id}/postmortem/{postmortem_id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	integer($int32)
	path
	Yes
	Incident ID.

	postmortem_id
	integer($int32)
	path
	Yes
	Postmortem ID

	request
	object
	body
	Yes
	Request body. See schema below.



Request Body Schema (request):
{
  "name": "string",
  "status": "string",
  "impact_start": "string",
  "impact_end": "string",
  "notify_subscribers": true,
  "postmortem_fields": [
    {
      "postmortem_field_id": 0,
      "postmortem_field_value": "string"
    }
  ]
}
Responses
204 No Content
The request was processed successfully. No response body is returned.


MaintenanceWindows API Endpoints
The Maintenance Windows API allows you to schedule and manage maintenance windows for specific integrations.
Endpoints Summary
	Method
	Endpoint
	Description

	GET
	/api/v2/maintenancewindows
	List maintenance windows

	POST
	/api/v2/maintenancewindows
	Create a maintenance window

	GET
	/api/v2/maintenancewindows/{id}
	Get a maintenance window

	PUT
	/api/v2/maintenancewindows/{id}
	Update a maintenance window

	DELETE
	/api/v2/maintenancewindows/{id}
	Delete a maintenance window




List maintenance windows
GET /api/v2/maintenancewindows
Parameters
	Parameter
	Type
	Location
	Required
	Description

	maintenanceStatus
	string
	query
	No
	



Responses
200 OK
[
  {
    "maintenance_window_id": 180,
    "description": "test",
    "recurrence": "Once",
    "integration": [
      "7A_V2"
    ],
    "start_date": "2020-10-06",
    "end_date": "2020-10-06",
    "start_time": "06:00",
    "end_time": "23:59",
    "sunday": false,
    "monday": false,
    "tuesday": false,
    "wednesday": false,
    "thursday": false,
    "friday": false,
    "saturday": false,
    "status": "Current"
  }
]

Create a maintenance window
POST /api/v2/maintenancewindows
Parameters
	Parameter
	Type
	Location
	Required
	Description

	request
	object
	body
	Yes
	Request body. See schema below.



Request Body Schema (request):
{
  "description": "string",
  "recurrence": "string",
  "integration": [
    "string"
  ],
  "start_date": "string",
  "end_date": "string",
  "start_time": "string",
  "end_time": "string",
  "sunday": true,
  "monday": true,
  "tuesday": true,
  "wednesday": true,
  "thursday": true,
  "friday": true,
  "saturday": true
}
Responses
200 OK
Success.

Get a maintenance window
GET /api/v2/maintenancewindows/{id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	integer($int32)
	path
	Yes
	Maintenance Window ID



Responses
200 OK
{
  "maintenance_window_id": 180,
  "description": "test",
  "recurrence": "Once",
  "integration": [
    {
      "id": 1708,
      "name": "7A_V2"
    }
  ],
  "start_date": "2020-10-06",
  "end_date": "2020-10-06",
  "start_time": "06:00",
  "end_time": "23:59",
  "sunday": false,
  "monday": false,
  "tuesday": false,
  "wednesday": false,
  "thursday": false,
  "friday": false,
  "saturday": false,
  "status": "Current"
}

Update a maintenance window
PUT /api/v2/maintenancewindows/{id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	integer($int32)
	path
	Yes
	Maintenance Window ID

	request
	object
	body
	Yes
	Request body. See schema below.



Request Body Schema (request):
{
  "description": "string",
  "recurrence": "string",
  "integration": [
    "string"
  ],
  "start_date": "string",
  "end_date": "string",
  "start_time": "string",
  "end_time": "string",
  "sunday": true,
  "monday": true,
  "tuesday": true,
  "wednesday": true,
  "thursday": true,
  "friday": true,
  "saturday": true
}
Responses
204 No Content
The request was processed successfully. No response body is returned.

Delete a maintenance window
DELETE /api/v2/maintenancewindows/{id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	integer($int32)
	path
	Yes
	Maintenance Window ID



Responses
204 No Content
The request was processed successfully. No response body is returned.


OutboundIntegrations API Endpoints
The Outbound Integrations API enables configuration of outbound webhook integrations, including authentication, methods, and usage tracking.
Endpoints Summary
	Method
	Endpoint
	Description

	GET
	/api/v2/integrations/outbound
	List outbound integrations

	POST
	/api/v2/integrations/outbound
	Create an outbound integration

	GET
	/api/v2/integrations/outbound/{id}
	Get an outbound integration

	PUT
	/api/v2/integrations/outbound/{id}
	Update an outbound integration

	DELETE
	/api/v2/integrations/outbound/{id}
	Delete an outbound integration

	GET
	/api/v2/integrations/outbound/{id}/method/{method_id}
	Get an outbound integration method

	GET
	/api/v2/integrations/outbound/{id}/methods
	List outbound integration methods

	POST
	/api/v2/integrations/outbound/{id}/methods
	Create an outbound integration method

	PUT
	/api/v2/integrations/outbound/{id}/methods/{method_id}
	Update an outbound integration method

	DELETE
	/api/v2/integrations/outbound/{id}/methods/{method_id}
	Delete an outbound integration method




List outbound integrations
GET /api/v2/integrations/outbound
Parameters
	Parameter
	Type
	Location
	Required
	Description

	name
	string
	query
	No
	Outbound integration name. Default is empty

	sortDir
	string
	query
	No
	Default is asc. e.g., asc or desc. (Default: asc)

	include
	string
	query
	No
	e.g., Methods



Responses
200 OK
[
  {
    "outbound_integration_id": 3478,
    "outbound_integration_name": "Test Outbound Integration Name",
    "is_used": true
  }
]

Create an outbound integration
POST /api/v2/integrations/outbound
Parameters
	Parameter
	Type
	Location
	Required
	Description

	outboundIntegrationRequest
	object
	query
	Yes
	

	body
	object
	body
	No
	Request body. See schema below.



Request Body Schema (body):
{
  "outbound_integration_name": "Test Outbound Integration Name",
  "security_type": "Basic",
  "security": {
    "public_key": "",
    "user_name": "1000031Alert@alertops.com",
    "password": "PgY4cWdtg0RyOdrFa1ZNCFA6"
  },
  "methods": [
    {
      "method_name": "POST Issue",
      "method_type": {
        "request_type": "JSON",
        "web_method": "POST",
        "response_data_type": "JSON",
        "type": "REST",
        "uri": "https://api.product.com/api/issue",
        "request_data": "{ \"fields\": { \"project\": { \"key\": \"DEMO\" }, \"summary\": \"<<MessageThread.Topic>>\", \"description\": \"<<Message.MessageText>>\" } }",
        "response_data": "{ \"id\": \"<<Attribute.JiraIssueID>>\", \"key\": \"<<Attribute.JiraIssueKey>>\" }",
        "headers": "{ \"id\": \"<<Attribute.JiraIssueID>>\", \"key\": \"<<Attribute.JiraIssueKey>>\" }"
      },
      "alert_type": "10",
      "update_alert_fields": true
    }
  ]
}
Responses
200 OK
Success.

Get an outbound integration
GET /api/v2/integrations/outbound/{id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	integer($int32)
	path
	Yes
	Resource ID



Responses
200 OK
{
  "outbound_integration_id": 8079,
  "outbound_integration_name": "Test Outbound Integration Name",
  "is_used": true,
  "security_type": "Basic",
  "security": {
    "public_key": "",
    "user_name": "email@company.com"
  },
  "is_bidirection": true,
  "methods": [
    {
      "method_name": "POST Issue",
      "is_used": true,
      "method_type": {
        "request_type": "REST",
        "web_method": "POST",
        "response_data_type": "JSON",
        "type": "REST",
        "uri": "https://api.product.com/api/issue",
        "request_data": "{\r\n  \"fields\": {\r\n    \"project\": {\r\n      \"key\": \"DEMO\"\r\n    },\r\n    \"summary\": \"<<MessageThread.Topic>>\",\r\n    \"description\": \"<<Message.MessageText>>\"\r\n  }\r\n}",
        "response_data": "{\r\n  \"id\": \"<<Attribute.JiraIssueID>>\",\r\n  \"key\": \"<<Attribute.JiraIssueKey>>\"\r\n}",
        "headers": "{\r\n  \"id\": \"<<Attribute.JiraIssueID>>\",\r\n  \"key\": \"<<Attribute.JiraIssueKey>>\"\r\n}"
      },
      "alert_type": "10",
      "update_alert_fields": true
    }
  ],
  "usage": {
    "workflows": [
      {
        "id": "4614",
        "name": "WorkflowTest"
      }
    ],
    "escalation_policies": [
      {
        "id": "3872",
        "name": "PolicyTest"
      }
    ]
  }
}

Update an outbound integration
PUT /api/v2/integrations/outbound/{id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	integer($int32)
	path
	Yes
	Resource ID

	outboundIntegrationRequest
	object
	query
	Yes
	

	body
	object
	body
	No
	Request body. See schema below.



Request Body Schema (body):
{
  "outbound_integration_name": "Test Outbound Integration Name",
  "security_type": "Basic",
  "security": {
    "public_key": "",
    "user_name": "1000031Alert@alertops.com",
    "password": "PgY4cWdtg0RyOdrFa1ZNCFA6"
  },
  "methods": [
    {
      "method_name": "POST Issue",
      "method_type": {
        "request_type": "JSON",
        "web_method": "POST",
        "response_data_type": "JSON",
        "type": "REST",
        "uri": "https://api.product.com/api/issue",
        "request_data": "{ \"fields\": { \"project\": { \"key\": \"DEMO\" }, \"summary\": \"<<MessageThread.Topic>>\", \"description\": \"<<Message.MessageText>>\" } }",
        "response_data": "{ \"id\": \"<<Attribute.JiraIssueID>>\", \"key\": \"<<Attribute.JiraIssueKey>>\" }",
        "headers": "{ \"id\": \"<<Attribute.JiraIssueID>>\", \"key\": \"<<Attribute.JiraIssueKey>>\" }"
      },
      "alert_type": "10",
      "update_alert_fields": true
    }
  ]
}
Responses
204 No Content
The request was processed successfully. No response body is returned.

Delete an outbound integration
DELETE /api/v2/integrations/outbound/{id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	integer($int32)
	path
	Yes
	Resource ID



Responses
204 No Content
The request was processed successfully. No response body is returned.

Get an outbound integration method
GET /api/v2/integrations/outbound/{id}/method/{method_id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	integer($int32)
	path
	Yes
	Resource ID

	method_id
	integer($int32)
	path
	Yes
	Method Id



Responses
200 OK
{
  "method_id": 22822,
  "name": "Query Contact Methods",
  "is_used": true,
  "method_type": {
    "type": "REST",
    "uri": "https://example.com/api/contactmethods",
    "request_type": "FORM_URLENCODED",
    "web_method": "GET",
    "response_data_type": "JSON",
    "request_data": null,
    "response_data": "[\r\n {},\r\n  {\r\n \"ContactDataType\": \"Attribute.JIRAIssueKey\"\r\n  }\r\n]",
    "headers": "{\"HeaderKey1\": \"HeaderValue1\", \"HeaderKey2\": \"HeaderValue2\"}"
  },
  "alert_type_id": 10,
  "alert_type_name": "Standard Alert",
  "update_alert_fields": true
}

List outbound integration methods
GET /api/v2/integrations/outbound/{id}/methods
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	integer($int32)
	path
	Yes
	Resource ID



Responses
200 OK
[
  {
    "method_id": 22822,
    "method_name": "Query Contact Methods",
    "is_used": true,
    "method_type": {
      "type": "REST",
      "uri": "https://example.com/api/contactmethods",
      "request_type": "FORM_URLENCODED",
      "web_method": "GET",
      "response_data_type": "JSON",
      "request_data": null,
      "response_data": "[\r\n {},\r\n  {\r\n \"ContactDataType\": \"Attribute.JIRAIssueKey\"\r\n  }\r\n]",
      "headers": "{\"HeaderKey1\": \"HeaderValue1\", \"HeaderKey2\": \"HeaderValue2\"}"
    },
    "alert_type_id": 10,
    "alert_type_name": "Standard Alert",
    "update_alert_fields": true
  }
]

Create an outbound integration method
POST /api/v2/integrations/outbound/{id}/methods
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	integer($int32)
	path
	Yes
	Resource ID

	request
	object
	query
	Yes
	

	body
	object
	body
	No
	Request body. See schema below.



Request Body Schema (body):
{
  "method_name": "Query",
  "method_type": {
    "type": "REST",
    "uri": "https://example.com",
    "request_type": "JSON",
    "web_method": "GET",
    "response_data_type": "JSON",
    "request_data": "",
    "response_data": "",
    "headers": "{\"HeaderKey1\": \"HeaderValue1\", \"HeaderKey2\": \"HeaderValue2\"}"
  },
  "alert_type": "Standard Alert",
  "update_alert_fields": false
}
Responses
200 OK
Success.

Update an outbound integration method
PUT /api/v2/integrations/outbound/{id}/methods/{method_id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	integer($int32)
	path
	Yes
	Resource ID

	method_id
	integer($int32)
	path
	Yes
	Method Id

	request
	object
	query
	Yes
	

	body
	object
	body
	No
	Request body. See schema below.



Request Body Schema (body):
{
  "method_name": "Query",
  "method_type": {
    "type": "REST",
    "uri": "https://example.com",
    "request_type": "JSON",
    "web_method": "GET",
    "response_data_type": "JSON",
    "request_data": "",
    "response_data": "",
    "headers": "{\"HeaderKey1\": \"HeaderValue1\", \"HeaderKey2\": \"HeaderValue2\"}"
  },
  "alert_type": "Standard Alert",
  "update_alert_fields": false
}
Responses
204 No Content
The request was processed successfully. No response body is returned.

Delete an outbound integration method
DELETE /api/v2/integrations/outbound/{id}/methods/{method_id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	integer($int32)
	path
	Yes
	Resource ID

	method_id
	integer($int32)
	path
	Yes
	Method Id



Responses
204 No Content
The request was processed successfully. No response body is returned.


PostmortemFields API Endpoints
The Postmortem Fields API allows you to define and manage the custom field schema used in alert and incident postmortem reports.
Endpoints Summary
	Method
	Endpoint
	Description

	GET
	/api/v2/postmortem_fields
	List postmortem fields

	POST
	/api/v2/postmortem_fields
	Create a postmortem field

	GET
	/api/v2/postmortem_fields/{id}
	Get a postmortem field

	PUT
	/api/v2/postmortem_fields/{id}
	Update a postmortem field

	DELETE
	/api/v2/postmortem_fields/{id}
	Delete a postmortem field




List postmortem fields
GET /api/v2/postmortem_fields
Parameters
No parameters required.
Responses
200 OK
[
  {
    "field_id": 524,
    "field_name": "Resolution",
    "active": true,
    "required": true,
    "sequence": 1
  }
]

Create a postmortem field
POST /api/v2/postmortem_fields
Parameters
	Parameter
	Type
	Location
	Required
	Description

	request
	object
	body
	Yes
	Request body. See schema below.



Request Body Schema (request):
{
  "field_name": "string",
  "required": true,
  "active": true,
  "sequence": 0,
  "allow_ai_to_generate_content": true,
  "prompt_to_generate_ai_content": "string"
}
Responses
200 OK
Success.

Get a postmortem field
GET /api/v2/postmortem_fields/{id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Postmortem Field ID or Postmortem Field Name



Responses
200 OK
{
  "field_id": 524,
  "field_name": "Resolution",
  "active": true,
  "required": true,
  "sequence": 1
}

Update a postmortem field
PUT /api/v2/postmortem_fields/{id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Postmortem Field ID or Postmortem Field Name

	request
	object
	body
	Yes
	Request body. See schema below.



Request Body Schema (request):
{
  "field_name": "string",
  "required": true,
  "active": true,
  "sequence": 0,
  "allow_ai_to_generate_content": true,
  "prompt_to_generate_ai_content": "string"
}
Responses
204 No Content
The request was processed successfully. No response body is returned.

Delete a postmortem field
DELETE /api/v2/postmortem_fields/{id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Postmortem Field ID or Postmortem Field Name



Responses
204 No Content
The request was processed successfully. No response body is returned.


Schedules API Endpoints
The Schedules API provides access to on-call schedule data for groups and users.
Endpoints Summary
	Method
	Endpoint
	Description

	POST
	/api/v2/schedules
	Create a schedule

	GET
	/api/v2/schedules/{group_id}
	List schedules

	GET
	/api/v2/schedules/{group_id}/{schedule_id}
	Get a schedule

	PUT
	/api/v2/schedules/{group_id}/{schedule_id}
	Update a schedule

	DELETE
	/api/v2/schedules/{group_id}/{schedule_id}
	Delete a schedule

	GET
	/api/v2/schedules/oncallnow
	List OnCall Members Now for a group(s)




Create a schedule
POST /api/v2/schedules
Parameters
	Parameter
	Type
	Location
	Required
	Description

	scheduleRequest
	object
	body
	Yes
	Request body. See schema below.



Request Body Schema (scheduleRequest):
{
  "group": "string",
  "schedule_name": "string",
  "schedule_type": "string",
  "continuous": true,
  "time_zone": "string",
  "color": "string",
  "start_date": {
    "date": "string",
    "hour": 0,
    "minute": 0
  },
  "end_date": {
    "date": "string",
    "hour": 0,
    "minute": 0
  },
  "start_weekday": "string",
  "end_weekday": "string",
  "schedule_weekdays": {
    "sun": true,
    "mon": true,
    "tue": true,
    "wed": true,
    "thu": true,
    "fri": true,
    "sat": true
  },
  "rotate_frequency": "string",
  "rotate_daily": {
    "rotate_x_users": 0,
    "rotate_at_time": {
      "hour": 0,
      "minute": 0
    },
    "every_x_days": 0
  },
  "rotate_weekly": {
    "rotate_x_users": 0,
    "rotate_at_time": {
      "hour": 0,
      "minute": 0
    },
    "every_x_weeks": 0,
    "rotate_at_day_of_week": "string"
  },
  "rotate_monthly": {
    "rotate_x_users": 0,
    "rotate_at_time": {
      "hour": 0,
      "minute": 0
    },
    "every_x_months": 0
  },
  "repeat_schedule": {
    "every_x_weeks": 0,
    "repeat_until_date": "string"
  },
  "include_all_users_in_group": true,
  "users": [
    {
      "user": "string",
      "role": "string"
    }
  ],
  "enabled": true,
  "is_holiday_notify": true
}
Responses
200 OK
Success.

List schedules
GET /api/v2/schedules/{group_id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	group_id
	string
	path
	Yes
	Group ID



Responses
200 OK
[
  {
    "group": "1234",
    "schedule_id": "1111",
    "schedule_name": "Test Rotating",
    "schedule_type": "Rotating",
    "continuous": false,
    "time_zone": "(UTC-06:00) Central Time (US & Canada)",
    "color": "#FF6347",
    "start_date": {
      "date": "2120-11-17",
      "hour": 0,
      "minute": 0
    },
    "end_date": {
      "date": "2120-12-14",
      "hour": 23,
      "minute": 59
    },
    "schedule_weekdays": {
      "sun": true,
      "mon": false,
      "tue": false,
      "wed": false,
      "thu": false,
      "fri": true,
      "sat": true
    },
    "rotate_frequency": "Weekly",
    "rotate_daily": null,
    "rotate_weekly": {
      "every_x_weeks": 1,
      "rotate_at_day_of_week": "Fri",
      "rotate_x_users": 1,
      "rotate_at_time": {
        "hour": 5,
        "minute": 0
      }
    },
    "rotate_monthly": null,
    "repeat_schedule": null,
    "include_all_users_in_group": false,
    "users": [
      {
        "user": "5274",
        "first_name": "Joe",
        "last_name": "Doe",
        "role": "Primary"
      },
      {
        "user": "3456",
        "first_name": "Jane",
        "last_name": "Doe",
        "role": "Secondary"
      }
    ],
    "enabled": true
  },
  {
    "group": "7894",
    "schedule_id": "2222",
    "schedule_name": "Test Fixed",
    "schedule_type": "Fixed",
    "continuous": false,
    "time_zone": "(UTC-06:00) Central Time (US & Canada)",
    "color": "#FF6347",
    "start_date": {
      "date": "2120-11-17",
      "hour": 0,
      "minute": 0
    },
    "end_date": {
      "date": "2120-12-14",
      "hour": 23,
      "minute": 59
    },
    "schedule_weekdays": {
      "sun": true,
      "mon": true,
      "tue": true,
      "wed": true,
      "thu": true,
      "fri": true,
      "sat": true
    },
    "rotate_frequency": null,
    "rotate_daily": null,
    "rotate_weekly": null,
    "rotate_monthly": null,
    "repeat_schedule": null,
    "include_all_users_in_group": false,
    "users": null,
    "enabled": true
  }
]

Get a schedule
GET /api/v2/schedules/{group_id}/{schedule_id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	group_id
	string
	path
	Yes
	Group ID

	schedule_id
	string
	path
	Yes
	Schedule ID



Responses
200 OK
{
  "group": "1234",
  "schedule_id": "1111",
  "schedule_name": "Test Rotating",
  "schedule_type": "Rotating",
  "continuous": false,
  "time_zone": "(UTC-06:00) Central Time (US & Canada)",
  "color": "#FF6347",
  "start_date": {
    "date": "2120-11-17",
    "hour": 0,
    "minute": 0
  },
  "end_date": {
    "date": "2120-12-14",
    "hour": 23,
    "minute": 59
  },
  "schedule_weekdays": {
    "sun": true,
    "mon": false,
    "tue": false,
    "wed": false,
    "thu": false,
    "fri": true,
    "sat": true
  },
  "rotate_frequency": "Weekly",
  "rotate_daily": null,
  "rotate_weekly": {
    "every_x_weeks": 1,
    "rotate_at_day_of_week": "Fri",
    "rotate_x_users": 1,
    "rotate_at_time": {
      "hour": 19,
      "minute": 0
    }
  },
  "rotate_monthly": null,
  "repeat_schedule": null,
  "include_all_users_in_group": false,
  "users": [
    {
      "user": "5274",
      "first_name": "Joe",
      "last_name": "Doe",
      "role": "Primary"
    },
    {
      "user": "3456",
      "first_name": "Jane",
      "last_name": "Doe",
      "role": "Secondary"
    }
  ],
  "enabled": true
}

Update a schedule
PUT /api/v2/schedules/{group_id}/{schedule_id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	group_id
	string
	path
	Yes
	Group ID

	schedule_id
	string
	path
	Yes
	Schedule ID

	scheduleUpdateRequest
	object
	body
	Yes
	Request body. See schema below.



Request Body Schema (scheduleUpdateRequest):
{
  "schedule_name": "string",
  "schedule_type": "string",
  "continuous": true,
  "time_zone": "string",
  "color": "string",
  "start_date": {
    "date": "string",
    "hour": 0,
    "minute": 0
  },
  "end_date": {
    "date": "string",
    "hour": 0,
    "minute": 0
  },
  "start_weekday": "string",
  "end_weekday": "string",
  "schedule_weekdays": {
    "sun": true,
    "mon": true,
    "tue": true,
    "wed": true,
    "thu": true,
    "fri": true,
    "sat": true
  },
  "rotate_frequency": "string",
  "rotate_daily": {
    "rotate_x_users": 0,
    "rotate_at_time": {
      "hour": 0,
      "minute": 0
    },
    "every_x_days": 0
  },
  "rotate_weekly": {
    "rotate_x_users": 0,
    "rotate_at_time": {
      "hour": 0,
      "minute": 0
    },
    "every_x_weeks": 0,
    "rotate_at_day_of_week": "string"
  },
  "rotate_monthly": {
    "rotate_x_users": 0,
    "rotate_at_time": {
      "hour": 0,
      "minute": 0
    },
    "every_x_months": 0
  },
  "repeat_schedule": {
    "every_x_weeks": 0,
    "repeat_until_date": "string"
  },
  "include_all_users_in_group": true,
  "users": [
    {
      "user": "string",
      "role": "string"
    }
  ],
  "enabled": true,
  "is_holiday_notify": true
}
Responses
204 No Content
The request was processed successfully. No response body is returned.

Delete a schedule
DELETE /api/v2/schedules/{group_id}/{schedule_id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	group_id
	string
	path
	Yes
	Group ID

	schedule_id
	string
	path
	Yes
	Schedule ID



Responses
204 No Content
The request was processed successfully. No response body is returned.

List OnCall Members Now for a group(s)
GET /api/v2/schedules/oncallnow
Parameters
	Parameter
	Type
	Location
	Required
	Description

	group_id
	string
	query
	No
	Group ID or name



Responses
200 OK
[
  {
    "group_id": 4649,
    "group_name": "Test Group",
    "hier_name": "Test Group",
    "start_date_time": "2021-11-10T06:00:00Z",
    "end_date_time": "2021-11-11T05:59:00Z",
    "color": "#FF6347",
    "schedule_id": null,
    "schedule_name": null,
    "time_range": "24x7",
    "members": [
      {
        "name": "Joe Doe",
        "member_role_type_id": 1,
        "cover_username": "jdoe",
        "name_description": "Joe Doe (Covered By jdoe)",
        "official_email": "jdoe@alertops.com",
        "official_phone": null,
        "official_mobile": null,
        "official_sms": null,
        "personal_phone_mobile": null,
        "personal_sms": null,
        "personal_phone": null
      }
    ]
  }
]


Services API Endpoints
The Services API provides full management of status page services, including components, subscribers, templates, and notification preferences.
Endpoints Summary
	Method
	Endpoint
	Description

	GET
	/api/v2/services
	List services

	POST
	/api/v2/services
	Create a service

	GET
	/api/v2/services/{id}
	Get a service

	PUT
	/api/v2/services/{id}
	Update a service

	DELETE
	/api/v2/services/{id}
	Delete a service

	GET
	/api/v2/services/{id}/components
	List a service's components

	POST
	/api/v2/services/{id}/components
	Create a service's component

	GET
	/api/v2/services/{id}/components/{component_id}
	Get a service's component

	PUT
	/api/v2/services/{id}/components/{component_id}
	Update a service's component

	DELETE
	/api/v2/services/{id}/components/{component_id}
	Delete a service's component

	GET
	/api/v2/services/{id}/components/{component_id}/users
	List a service's component subscribers

	PUT
	/api/v2/services/{id}/components/{component_id}/users/{user_id}
	Update a user's subscription to a service component

	GET
	/api/v2/services/{id}/templates
	List a service's templates

	POST
	/api/v2/services/{id}/templates
	Create a service's template

	GET
	/api/v2/services/{id}/templates/{template_id}
	Get a service's template

	PUT
	/api/v2/services/{id}/templates/{template_id}
	Update a service's template

	DELETE
	/api/v2/services/{id}/templates/{template_id}
	Delete a service's template

	GET
	/api/v2/services/{id}/users
	List a service's subscribers

	PUT
	/api/v2/services/{id}/users/{user_id}
	Update a user's subscription to a service

	DELETE
	/api/v2/services/{id}/users/{user_id}
	Unsubscribe a user from a service

	PUT
	/api/v2/services/subscriptions/email
	Update a user email subscription

	PUT
	/api/v2/services/subscriptions/slack_dm
	Update a user SlackDM subscription

	PUT
	/api/v2/services/subscriptions/sms
	Update a user SMS subscription




List services
GET /api/v2/services
Parameters
	Parameter
	Type
	Location
	Required
	Description

	include
	string
	query
	No
	Default Empty. e.g., components or templates



Responses
200 OK
[
  {
    "service_id": 1234,
    "service_name": "Service Name Sample 1",
    "service_status": "Degraded",
    "show_uptime": true,
    "components": [
      {
        "component_id": 1235,
        "component_name": "Component Name Sample 1",
        "external_id": "ExtID 1",
        "component_status": "Degraded"
      }
    ],
    "templates": [
      {
        "template_id": 111,
        "template_name": "Template Name Sample 1",
        "message": "Message text",
        "subject": "Test Subject"
      }
    ]
  }
]

Create a service
POST /api/v2/services
Parameters
	Parameter
	Type
	Location
	Required
	Description

	serviceCreate
	object
	body
	Yes
	Request body. See schema below.



Request Body Schema (serviceCreate):
{
  "service_name": "string",
  "show_uptime": true,
  "components": [
    {
      "component_name": "string",
      "external_id": "string"
    }
  ],
  "templates": [
    {
      "template_name": "string",
      "message": "string",
      "subject": "string"
    }
  ]
}
Responses
200 OK
Success.

Get a service
GET /api/v2/services/{id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Service ID or Service name



Responses
200 OK
{
  "service_id": 12345,
  "service_name": "Service Name sample 1",
  "service_status": "Operational",
  "show_uptime": true,
  "components": [
    {
      "component_id": 1236,
      "component_name": "Component Name sample 1",
      "external_id": "ExtID 1",
      "component_status": "Operational"
    }
  ],
  "templates": [
    {
      "template_id": 123,
      "template_name": "Template Name sample 1",
      "message": "S3 TATemplate Message text sampleS3 TCS3 TD",
      "subject": "Test Subject"
    }
  ]
}

Update a service
PUT /api/v2/services/{id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Service ID or Service name

	serviceUpdate
	object
	body
	Yes
	Request body. See schema below.



Request Body Schema (serviceUpdate):
{
  "service_name": "string",
  "show_uptime": true,
  "components": [
    {
      "component_name": "string",
      "external_id": "string",
      "component_id": 0
    }
  ],
  "templates": [
    {
      "template_name": "string",
      "message": "string",
      "subject": "string",
      "template_id": 0
    }
  ]
}
Responses
204 No Content
The request was processed successfully. No response body is returned.

Delete a service
DELETE /api/v2/services/{id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Service ID or Service name



Responses
204 No Content
The request was processed successfully. No response body is returned.

List a service's components
GET /api/v2/services/{id}/components
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Service ID or Service name



Responses
200 OK
[
  {
    "component_id": 1235,
    "component_name": "Component Sample Name 1",
    "external_id": "ExtID 1",
    "component_status": "Operational"
  }
]

Create a service's component
POST /api/v2/services/{id}/components
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Service ID or Service name

	componentRequest
	object
	body
	Yes
	Request body. See schema below.



Request Body Schema (componentRequest):
{
  "component_name": "string",
  "external_id": "string"
}
Responses
200 OK
Success.

Get a service's component
GET /api/v2/services/{id}/components/{component_id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Service ID or Service name

	component_id
	string
	path
	Yes
	Component ID



Responses
200 OK
{
  "component_id": 1234,
  "component_name": "Component Sample Name 1",
  "external_id": "ExtID 1",
  "component_status": "Operational"
}

Update a service's component
PUT /api/v2/services/{id}/components/{component_id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Service ID or Service name

	component_id
	string
	path
	Yes
	Component ID

	updateRequest
	object
	body
	Yes
	Request body. See schema below.



Request Body Schema (updateRequest):
{
  "component_name": "string",
  "external_id": "string",
  "component_id": 0
}
Responses
204 No Content
The request was processed successfully. No response body is returned.

Delete a service's component
DELETE /api/v2/services/{id}/components/{component_id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Service ID or Service name

	component_id
	string
	path
	Yes
	ComponentID



Responses
204 No Content
The request was processed successfully. No response body is returned.

List a service's component subscribers
GET /api/v2/services/{id}/components/{component_id}/users
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Service ID or Service name

	component_id
	string
	path
	Yes
	Component ID



Responses
200 OK
[
  {
    "user_id": 123,
    "user_name": "testuser",
    "first_name": "Joe",
    "last_name": "Doe",
    "email": true,
    "sms": false,
    "slack_dm": false,
    "sms_enabled": false,
    "slack_dm_enabled": true
  }
]

Update a user's subscription to a service component
PUT /api/v2/services/{id}/components/{component_id}/users/{user_id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Service ID or Service name

	component_id
	string
	path
	Yes
	Component ID

	user_id
	string
	path
	Yes
	User ID or User Name

	request
	object
	body
	Yes
	Request body. See schema below.



Request Body Schema (request):
{
  "email": true,
  "sms": true,
  "slack_dm": true
}
Responses
204 No Content
The request was processed successfully. No response body is returned.

List a service's templates
GET /api/v2/services/{id}/templates
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Service ID or Service name



Responses
200 OK
[
  {
    "template_id": 1234,
    "template_name": "Service Template Name Sample 1",
    "message": "Message Text1",
    "subject": "Test"
  }
]

Create a service's template
POST /api/v2/services/{id}/templates
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Service ID or Service name

	createRequest
	object
	body
	Yes
	Request body. See schema below.



Request Body Schema (createRequest):
{
  "template_name": "string",
  "message": "string",
  "subject": "string"
}
Responses
200 OK
Success.

Get a service's template
GET /api/v2/services/{id}/templates/{template_id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Service ID or Service name

	template_id
	string
	path
	Yes
	TemplateID



Responses
200 OK
{
  "template_id": 1234,
  "template_name": "Service Template Name Sample 1",
  "message": "Message Text1",
  "subject": "Test"
}

Update a service's template
PUT /api/v2/services/{id}/templates/{template_id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Service ID or Service name

	template_id
	string
	path
	Yes
	Template ID

	updateRequest
	object
	body
	Yes
	Request body. See schema below.



Request Body Schema (updateRequest):
{
  "template_name": "string",
  "message": "string",
  "subject": "string",
  "template_id": 0
}
Responses
204 No Content
The request was processed successfully. No response body is returned.

Delete a service's template
DELETE /api/v2/services/{id}/templates/{template_id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Service ID or Service name

	template_id
	string
	path
	Yes
	Template ID



Responses
204 No Content
The request was processed successfully. No response body is returned.

List a service's subscribers
GET /api/v2/services/{id}/users
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Service ID or Service name



Responses
200 OK
[
  {
    "component_id": 176,
    "users": [
      {
        "user_id": 123,
        "user_name": "testuser",
        "first_name": "Joe",
        "last_name": "Doe",
        "email": true,
        "sms": false,
        "slack_dm": false,
        "sms_enabled": false,
        "slack_dm_enabled": true
      }
    ]
  }
]

Update a user's subscription to a service
PUT /api/v2/services/{id}/users/{user_id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Service ID or Service name

	user_id
	string
	path
	Yes
	User ID or User Name

	request
	object
	body
	Yes
	Request body. See schema below.



Request Body Schema (request):
{
  "components": [
    {
      "component_id": 0,
      "email": true,
      "sms": true,
      "slack_dm": true
    }
  ]
}
Responses
204 No Content
The request was processed successfully. No response body is returned.

Unsubscribe a user from a service
DELETE /api/v2/services/{id}/users/{user_id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Service ID or Service name

	user_id
	string
	path
	Yes
	User ID or User Name



Responses
204 No Content
The request was processed successfully. No response body is returned.

Update a user email subscription
PUT /api/v2/services/subscriptions/email
Parameters
	Parameter
	Type
	Location
	Required
	Description

	request
	object
	body
	Yes
	Request body. See schema below.



Request Body Schema (request):
{
  "subscribe": true
}
Responses
200 OK
Success.

Update a user SlackDM subscription
PUT /api/v2/services/subscriptions/slack_dm
Parameters
	Parameter
	Type
	Location
	Required
	Description

	request
	object
	body
	Yes
	Request body. See schema below.



Request Body Schema (request):
{
  "subscribe": true
}
Responses
200 OK
Success.

Update a user SMS subscription
PUT /api/v2/services/subscriptions/sms
Parameters
	Parameter
	Type
	Location
	Required
	Description

	request
	object
	body
	Yes
	Request body. See schema below.



Request Body Schema (request):
{
  "subscribe": true
}
Responses
200 OK
Success.


Topics API Endpoints
The Topics API allows you to create and manage alert topics, including their associated group subscriptions.
Endpoints Summary
	Method
	Endpoint
	Description

	GET
	/api/v2/topics
	List topics

	POST
	/api/v2/topics
	Create a topic

	GET
	/api/v2/topics/{id}
	Get a topic

	PUT
	/api/v2/topics/{id}
	Update a Topic

	DELETE
	/api/v2/topics/{id}
	Delete a Topic

	GET
	/api/v2/topics/{id}/groups
	List a topic's groups

	POST
	/api/v2/topics/{id}/groups
	Add groups to a topic

	DELETE
	/api/v2/topics/{id}/groups/{group_id}
	Delete group from a topic




List topics
GET /api/v2/topics
Parameters
No parameters required.
Responses
200 OK
[
  {
    "topic_id": 1790,
    "topic_name": "Test Topic",
    "priority": "Low",
    "template": "template test"
  }
]

Create a topic
POST /api/v2/topics
Parameters
	Parameter
	Type
	Location
	Required
	Description

	request
	object
	body
	Yes
	Request body. See schema below.



Request Body Schema (request):
{
  "topic_name": "string",
  "priority": "string",
  "template": "string"
}
Responses
200 OK
Success.

Get a topic
GET /api/v2/topics/{id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Topic ID or Topic Name



Responses
200 OK
{
  "topic_id": 1790,
  "topic_name": "Test Topic",
  "priority": "Low",
  "template": "template test"
}

Update a Topic
PUT /api/v2/topics/{id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Topic ID or Topic Name

	request
	object
	body
	Yes
	Request body. See schema below.



Request Body Schema (request):
{
  "topic_name": "string",
  "priority": "string",
  "template": "string"
}
Responses
204 No Content
The request was processed successfully. No response body is returned.

Delete a Topic
DELETE /api/v2/topics/{id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	TopicID



Responses
204 No Content
The request was processed successfully. No response body is returned.

List a topic's groups
GET /api/v2/topics/{id}/groups
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	TopicID



Responses
200 OK
[
  {
    "group_id": 3451,
    "group_name": "test"
  }
]

Add groups to a topic
POST /api/v2/topics/{id}/groups
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	TopicID

	topicGroupRequest
	object
	body
	Yes
	Request body. See schema below.



Request Body Schema (topicGroupRequest):
{
  "groups": [
    "string"
  ]
}
Responses
200 OK
Success.

Delete group from a topic
DELETE /api/v2/topics/{id}/groups/{group_id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	TopicID

	group_id
	string
	path
	Yes
	Group ID



Responses
204 No Content
The request was processed successfully. No response body is returned.


UserAttributes API Endpoints
The User Attributes API allows you to define and manage custom attribute schemas that can be assigned to users.
Endpoints Summary
	Method
	Endpoint
	Description

	GET
	/api/v2/user_attributes
	List user attributes

	POST
	/api/v2/user_attributes
	Create a user attribute

	GET
	/api/v2/user_attributes/{id}
	Get a user attribute

	PUT
	/api/v2/user_attributes/{id}
	Update a user attribute

	DELETE
	/api/v2/user_attributes/{id}
	Delete a user attribute




List user attributes
GET /api/v2/user_attributes
Parameters
No parameters required.
Responses
200 OK
[
  {
    "attribute_id": 307,
    "attribute_name": "Test Attribute",
    "user_attribute_data_type": "ShortString",
    "reg_ex_validation": "test",
    "active": true,
    "list_values": "test1=test11|test2=test22",
    "required": true,
    "sequence": 1
  }
]

Create a user attribute
POST /api/v2/user_attributes
Parameters
	Parameter
	Type
	Location
	Required
	Description

	request
	object
	body
	Yes
	Request body. See schema below.



Request Body Schema (request):
{
  "attribute_name": "string",
  "user_attribute_data_type": "string",
  "reg_ex_validation": "string",
  "active": true,
  "list_values": "string",
  "required": true,
  "sequence": 0
}
Responses
200 OK
Success.

Get a user attribute
GET /api/v2/user_attributes/{id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	User Attribute ID or User Attribute Name



Responses
200 OK
{
  "attribute_id": 307,
  "attribute_name": "Test Attribute",
  "user_attribute_data_type": "ShortString",
  "reg_ex_validation": "test",
  "active": true,
  "list_values": "test",
  "required": true,
  "sequence": 1
}

Update a user attribute
PUT /api/v2/user_attributes/{id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	User Attribute ID or User Attribute Name

	request
	object
	body
	Yes
	Request body. See schema below.



Request Body Schema (request):
{
  "attribute_name": "string",
  "user_attribute_data_type": "string",
  "reg_ex_validation": "string",
  "active": true,
  "list_values": "string",
  "required": true,
  "sequence": 0
}
Responses
204 No Content
The request was processed successfully. No response body is returned.

Delete a user attribute
DELETE /api/v2/user_attributes/{id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	User Attribute ID or User Attribute Name



Responses
204 No Content
The request was processed successfully. No response body is returned.


Users API Endpoints
The Users API provides complete management of user accounts, including contact methods, notification schedules, out-of-office settings, roles, and custom attributes.
Endpoints Summary
	Method
	Endpoint
	Description

	GET
	/api/v2/users
	List users

	POST
	/api/v2/users
	Create a user

	GET
	/api/v2/users/{id}
	Get a user

	PUT
	/api/v2/users/{id}
	Update a user

	DELETE
	/api/v2/users/{id}
	Delete a user

	GET
	/api/v2/users/{id}/contact_methods
	List a user's contact methods

	POST
	/api/v2/users/{id}/contact_methods
	Create a user's contact method

	GET
	/api/v2/users/{id}/contact_methods/{contact_method_name}
	Get a user's contact method

	PUT
	/api/v2/users/{id}/contact_methods/{contact_method_name}
	Update a user's contact method

	DELETE
	/api/v2/users/{id}/contact_methods/{contact_method_name}
	Delete a user's contact method

	GET
	/api/v2/users/{id}/contact_methods/{contact_method_name}/notification_times
	List a user's contact method notification times

	POST
	/api/v2/users/{id}/contact_methods/{contact_method_name}/notification_times
	Create a user's contact method notification times

	PUT
	/api/v2/users/{id}/contact_methods/{contact_method_name}/notification_times/{notificationTimeId}
	Update a user's contact method notification times

	DELETE
	/api/v2/users/{id}/contact_methods/{contact_method_name}/notification_times/{notificationTimeId}
	Delete a user's contact method notification times

	GET
	/api/v2/users/{id}/groups
	List a user's groups

	GET
	/api/v2/users/{id}/out_of_office
	List a user's out of office

	POST
	/api/v2/users/{id}/out_of_office
	Create a user's out of office

	GET
	/api/v2/users/{id}/out_of_office/{out_of_office_id}
	Get a user's out of office

	PUT
	/api/v2/users/{id}/out_of_office/{out_of_office_id}
	Update a user's out of office

	DELETE
	/api/v2/users/{id}/out_of_office/{out_of_office_id}
	Delete a user's out of office

	GET
	/api/v2/users/{id}/roles
	List a user's roles

	GET
	/api/v2/users/{id}/schedules
	List a user's schedules

	GET
	/api/v2/users/{id}/user_attributes
	List a user's attributes

	PUT
	/api/v2/users/{id}/user_attributes
	Update a user's attributes




List users
GET /api/v2/users
Parameters
	Parameter
	Type
	Location
	Required
	Description

	search
	string
	query
	No
	

	role
	string
	query
	No
	

	limit
	integer($int32)
	query
	No
	Page size. Default is 10. Max value for this parameter is 100. (Default: 10)

	offset
	integer($int32)
	query
	No
	Page number for pagination (0-indexed). (Default: 0)

	sortBy
	string
	query
	No
	Default is UserName. e.g., UserName or LastName or FirstName or LastLoginDate or Roles

	sortDir
	string
	query
	No
	Default is asc. e.g., asc or desc

	include
	string
	query
	No
	Default Empty. e.g., Roles



Responses
200 OK
{
  "limit": 10,
  "offset": 0,
  "users": [
    {
      "user_id": 100,
      "user_name": "testusername1",
      "first_name": "TestFirstname1",
      "last_name": "TestLastName1",
      "locale": "en-US",
      "time_zone": "(UTC-06:00) Central Time (US & Canada)",
      "type": "Standard",
      "last_login_date": "1/10/2100 21:21:00"
    },
    {
      "user_id": 101,
      "user_name": "testusername2",
      "first_name": "TestFirstname2",
      "last_name": "TestLastName2",
      "locale": "en-US",
      "time_zone": "(UTC-06:00) Central Time (US & Canada)",
      "type": "Standard",
      "last_login_date": "1/15/2100 10:18:38"
    }
  ]
}

Create a user
POST /api/v2/users
Parameters
	Parameter
	Type
	Location
	Required
	Description

	body
	object
	body
	No
	Request body. See schema below.



Request Body Schema (body):
{
  "user_name": "string",
  "first_name": "string",
  "last_name": "string",
  "locale": "string",
  "time_zone": "string",
  "type": "string",
  "external_id": "string",
  "contact_methods": [
    {
      "contact_method_name": "string",
      "email": {
        "email_address": "string"
      },
      "phone": {
        "country_code": "string",
        "phone_number": "string",
        "extension": "string"
      },
      "sms": {
        "country_code": "string",
        "phone_number": "string"
      },
      "gateway": {
        "provider": "string",
        "address": "string"
      },
      "slack_dm": {
        "member_id": "string"
      },
      "wait_time_in_mins": 0,
      "repeat": true,
      "repeat_times": 0,
      "repeat_minutes": 0,
      "notification_time24x7": true,
      "notification_times": [
        {
          "notification_time_id": 0,
          "name": "string",
          "sunday": true,
          "monday": true,
          "tuesday": true,
          "wednesday": true,
          "thursday": true,
          "friday": true,
          "saturday": true,
          "start_hour": 0,
          "start_minute": 0,
          "end_hour": 0,
          "end_minute": 0
        }
      ],
      "enabled": true,
      "sequence": 0
    }
  ],
  "roles": [
    "string"
  ]
}
Responses
200 OK
Success.

Get a user
GET /api/v2/users/{id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	UserID or User Name

	include
	string
	query
	No
	Default Empty. e.g., Groups/Attributes/Groups,Attributes



Responses
200 OK
{
  "user_name": "testuser25",
  "first_name": "TestUser",
  "last_name": "Test",
  "time_zone": "(UTC-06:00) Central Time (US & Canada)",
  "locale_name": "en-US",
  "type": "Standard",
  "last_login_date": "",
  "external_id": null,
  "user_api_key": null,
  "contact_methods": [
    {
      "contact_method_name": "Email-Official",
      "email": {
        "email_address": "test@samplecompany.com"
      },
      "phone": null,
      "sms": null,
      "push_notification": null,
      "wait_time_in_mins": 0,
      "repeat": false,
      "repeat_times": 0,
      "repeat_minutes": 0,
      "notification_time24x7": true,
      "notification_times": [
        {
          "notification_time_id": 95,
          "name": "",
          "sunday": false,
          "monday": true,
          "tuesday": true,
          "wednesday": true,
          "thursday": true,
          "friday": true,
          "saturday": false,
          "start_hour": 9,
          "start_minute": 0,
          "end_hour": 18,
          "end_minute": 0
        },
        {
          "notification_time_id": 96,
          "name": "",
          "sunday": true,
          "monday": false,
          "tuesday": false,
          "wednesday": false,
          "thursday": false,
          "friday": false,
          "saturday": true,
          "start_hour": 0,
          "start_minute": 0,
          "end_hour": 23,
          "end_minute": 59
        },
        {
          "notification_time_id": 101,
          "name": "",
          "sunday": false,
          "monday": true,
          "tuesday": true,
          "wednesday": false,
          "thursday": false,
          "friday": false,
          "saturday": false,
          "start_hour": 0,
          "start_minute": 0,
          "end_hour": 2,
          "end_minute": 0
        }
      ],
      "enabled": false,
      "sequence": 1
    },
    {
      "contact_method_name": "Phone-Official",
      "email": null,
      "phone": {
        "country_code": "1",
        "phone_number": "1234567890",
        "extension": ""
      },
      "sms": null,
      "push_notification": null,
      "wait_time_in_mins": 0,
      "repeat": false,
      "repeat_times": 0,
      "repeat_minutes": 0,
      "notification_time24x7": false,
      "notification_times": null,
      "enabled": false,
      "sequence": 2
    },
    {
      "contact_method_name": "SMS-Personal",
      "email": null,
      "phone": null,
      "sms": {
        "country_code": "1",
        "phone_number": "1234567890"
      },
      "push_notification": null,
      "wait_time_in_mins": 0,
      "repeat": false,
      "repeat_times": 0,
      "repeat_minutes": 0,
      "notification_time24x7": false,
      "notification_times": null,
      "enabled": false,
      "sequence": 3
    },
    {
      "contact_method_name": "Push Notification",
      "email": null,
      "phone": null,
      "sms": null,
      "push_notification": {
        "Platform": "Android"
      },
      "wait_time_in_mins": 0,
      "repeat": false,
      "repeat_times": 0,
      "repeat_minutes": 0,
      "notification_time24x7": false,
      "notification_times": null,
      "enabled": false,
      "sequence": 4
    }
  ],
  "roles": [
    "User Role1",
    "User Role2"
  ]
}

Update a user
PUT /api/v2/users/{id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	UserID or User Name

	body
	object
	body
	No
	Request body. See schema below.



Request Body Schema (body):
{
  "user_name": "string",
  "first_name": "string",
  "last_name": "string",
  "locale": "string",
  "time_zone": "string",
  "external_id": "string",
  "contact_methods": [
    {
      "contact_method_name": "string",
      "email": {
        "email_address": "string"
      },
      "phone": {
        "country_code": "string",
        "phone_number": "string",
        "extension": "string"
      },
      "sms": {
        "country_code": "string",
        "phone_number": "string"
      },
      "gateway": {
        "provider": "string",
        "address": "string"
      },
      "push_notification": {
        "platform": "string"
      },
      "slack_dm": {
        "member_id": "string"
      },
      "wait_time_in_mins": 0,
      "repeat": true,
      "repeat_times": 0,
      "repeat_minutes": 0,
      "notification_time24x7": true,
      "notification_times": [
        {
          "notification_time_id": 0,
          "name": "string",
          "sunday": true,
          "monday": true,
          "tuesday": true,
          "wednesday": true,
          "thursday": true,
          "friday": true,
          "saturday": true,
          "start_hour": 0,
          "start_minute": 0,
          "end_hour": 0,
          "end_minute": 0
        }
      ],
      "enabled": true,
      "sequence": 0
    }
  ],
  "roles": [
    "string"
  ]
}
Responses
204 No Content
The request was processed successfully. No response body is returned.

Delete a user
DELETE /api/v2/users/{id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	UserID or User Name



Responses
204 No Content
The request was processed successfully. No response body is returned.

List a user's contact methods
GET /api/v2/users/{id}/contact_methods
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	UserID or User Name



Responses
200 OK
[
  {
    "contact_method_name": "Email-Official",
    "email": {
      "email_address": "test@samplecompany.com"
    },
    "phone": null,
    "sms": null,
    "push_notification": null,
    "wait_time_in_mins": 0,
    "repeat": false,
    "repeat_times": 0,
    "repeat_minutes": 0,
    "notification_time24x7": true,
    "notification_times": [
      {
        "notification_time_id": 95,
        "name": "",
        "sunday": false,
        "monday": true,
        "tuesday": true,
        "wednesday": true,
        "thursday": true,
        "friday": true,
        "saturday": false,
        "start_hour": 9,
        "start_minute": 0,
        "end_hour": 18,
        "end_minute": 0
      },
      {
        "notification_time_id": 96,
        "name": "",
        "sunday": false,
        "monday": true,
        "tuesday": true,
        "wednesday": true,
        "thursday": true,
        "friday": true,
        "saturday": false,
        "start_hour": 8,
        "start_minute": 0,
        "end_hour": 18,
        "end_minute": 0
      }
    ],
    "enabled": false,
    "sequence": 1
  },
  {
    "contact_method_name": "Phone-Official",
    "email": null,
    "phone": {
      "country_code": "1",
      "phone_number": "12344567890",
      "extension": ""
    },
    "sms": null,
    "push_notification": null,
    "wait_time_in_mins": 0,
    "repeat": false,
    "repeat_times": 0,
    "repeat_minutes": 0,
    "notification_time24x7": false,
    "notification_times": null,
    "enabled": false,
    "sequence": 2
  },
  {
    "contact_method_name": "SMS-Personal",
    "email": null,
    "phone": null,
    "sms": {
      "country_code": "1",
      "phone_number": "1234567890"
    },
    "push_notification": null,
    "wait_time_in_mins": 0,
    "repeat": false,
    "repeat_times": 0,
    "repeat_minutes": 0,
    "notification_time24x7": false,
    "notification_times": null,
    "enabled": false,
    "sequence": 3
  },
  {
    "contact_method_name": "Push Notification",
    "email": null,
    "phone": null,
    "sms": null,
    "push_notification": {
      "Platform": "Android"
    },
    "wait_time_in_mins": 0,
    "repeat": false,
    "repeat_times": 0,
    "repeat_minutes": 0,
    "notification_time24x7": false,
    "notification_times": null,
    "enabled": false,
    "sequence": 4
  }
]

Create a user's contact method
POST /api/v2/users/{id}/contact_methods
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	UserID or User Name

	body
	object
	body
	No
	Request body. See schema below.



Request Body Schema (body):
{
  "contact_method_name": "Phone-Official",
  "email": null,
  "phone": {
    "country_code": "1",
    "phone_number": "1234567890",
    "extension": ""
  },
  "sms": null,
  "push_notification": null,
  "wait_time_in_mins": 0,
  "repeat": false,
  "repeat_times": 0,
  "repeat_minutes": 0,
  "notification_time24x7": true,
  "notification_times": [
    {
      "notification_time_id": 0,
      "name": "",
      "sunday": false,
      "monday": true,
      "tuesday": true,
      "wednesday": true,
      "thursday": true,
      "friday": true,
      "saturday": false,
      "start_hour": 9,
      "start_minute": 0,
      "end_hour": 18,
      "end_minute": 0
    },
    {
      "notification_time_id": 0,
      "name": "",
      "sunday": false,
      "monday": true,
      "tuesday": true,
      "wednesday": true,
      "thursday": true,
      "friday": true,
      "saturday": false,
      "start_hour": 8,
      "start_minute": 0,
      "end_hour": 18,
      "end_minute": 0
    }
  ],
  "enabled": false,
  "sequence": 1
}
Responses
200 OK
Success.

Get a user's contact method
GET /api/v2/users/{id}/contact_methods/{contact_method_name}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	UserID or User Name

	contact_method_name
	string
	path
	Yes
	Contact Method Name



Responses
200 OK
{
  "contact_method_name": "Email-Official",
  "email": {
    "email_address": "test@samplecompany.com"
  },
  "phone": null,
  "sms": null,
  "push_notification": null,
  "wait_time_in_mins": 0,
  "repeat": false,
  "repeat_times": 0,
  "repeat_minutes": 0,
  "notification_time24x7": true,
  "notification_times": [
    {
      "notification_time_id": 95,
      "name": "",
      "sunday": false,
      "monday": true,
      "tuesday": true,
      "wednesday": true,
      "thursday": true,
      "friday": true,
      "saturday": false,
      "start_hour": 9,
      "start_minute": 0,
      "end_hour": 18,
      "end_minute": 0
    },
    {
      "notification_time_id": 96,
      "name": "",
      "sunday": false,
      "monday": true,
      "tuesday": true,
      "wednesday": true,
      "thursday": true,
      "friday": true,
      "saturday": false,
      "start_hour": 8,
      "start_minute": 0,
      "end_hour": 18,
      "end_minute": 0
    }
  ],
  "enabled": false,
  "sequence": 1
}

Update a user's contact method
PUT /api/v2/users/{id}/contact_methods/{contact_method_name}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	UserID or User Name

	contact_method_name
	string
	path
	Yes
	Contact Method Name

	body
	object
	body
	No
	Request body. See schema below.



Request Body Schema (body):
{
  "email": null,
  "phone": {
    "country_code": "1",
    "phone_number": "1234567890",
    "extension": ""
  },
  "sms": null,
  "push_notification": null,
  "wait_time_in_mins": 0,
  "repeat": false,
  "repeat_times": 0,
  "repeat_minutes": 0,
  "notification_time24x7": true,
  "notification_times": [
    {
      "notification_time_id": 10,
      "name": "Notification Schedule 1",
      "sunday": false,
      "monday": true,
      "tuesday": true,
      "wednesday": true,
      "thursday": true,
      "friday": true,
      "saturday": false,
      "start_hour": 9,
      "start_minute": 0,
      "end_hour": 18,
      "end_minute": 0
    },
    {
      "notification_time_id": 20,
      "name": "Notification Schedule 2",
      "sunday": false,
      "monday": true,
      "tuesday": true,
      "wednesday": true,
      "thursday": true,
      "friday": true,
      "saturday": false,
      "start_hour": 8,
      "start_minute": 0,
      "end_hour": 18,
      "end_minute": 0
    }
  ],
  "enabled": false,
  "sequence": 1
}
Responses
204 No Content
The request was processed successfully. No response body is returned.

Delete a user's contact method
DELETE /api/v2/users/{id}/contact_methods/{contact_method_name}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	UserID or User Name

	contact_method_name
	string
	path
	Yes
	Contact Method Name



Responses
204 No Content
The request was processed successfully. No response body is returned.

List a user's contact method notification times
GET /api/v2/users/{id}/contact_methods/{contact_method_name}/notification_times
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	UserID or User Name

	contact_method_name
	string
	path
	Yes
	Contact Method Name



Responses
200 OK
[
  {
    "notification_time_id": 137,
    "name": "time1",
    "sunday": false,
    "monday": true,
    "tuesday": false,
    "wednesday": false,
    "thursday": false,
    "friday": false,
    "saturday": false,
    "start_hour": 9,
    "start_minute": 30,
    "end_hour": 12,
    "end_minute": 40
  }
]

Create a user's contact method notification times
POST /api/v2/users/{id}/contact_methods/{contact_method_name}/notification_times
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	UserID or User Name

	contact_method_name
	string
	path
	Yes
	Contact Method Name

	request
	object
	body
	Yes
	Request body. See schema below.



Request Body Schema (request):
{
  "name": "string",
  "sunday": true,
  "monday": true,
  "tuesday": true,
  "wednesday": true,
  "thursday": true,
  "friday": true,
  "saturday": true,
  "start_hour": 0,
  "start_minute": 0,
  "end_hour": 0,
  "end_minute": 0
}
Responses
200 OK
Success.

Update a user's contact method notification times
PUT /api/v2/users/{id}/contact_methods/{contact_method_name}/notification_times/{notificationTimeId}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	UserID or User Name

	contact_method_name
	string
	path
	Yes
	Contact Method Name

	notificationTimeId
	integer($int32)
	path
	Yes
	Notificationtimeid

	request
	object
	body
	Yes
	Request body. See schema below.



Request Body Schema (request):
{
  "name": "string",
  "sunday": true,
  "monday": true,
  "tuesday": true,
  "wednesday": true,
  "thursday": true,
  "friday": true,
  "saturday": true,
  "start_hour": 0,
  "start_minute": 0,
  "end_hour": 0,
  "end_minute": 0
}
Responses
204 No Content
The request was processed successfully. No response body is returned.

Delete a user's contact method notification times
DELETE /api/v2/users/{id}/contact_methods/{contact_method_name}/notification_times/{notificationTimeId}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	UserID or User Name

	contact_method_name
	string
	path
	Yes
	Contact Method Name

	notificationTimeId
	integer($int32)
	path
	Yes
	Notificationtimeid



Responses
204 No Content
The request was processed successfully. No response body is returned.

List a user's groups
GET /api/v2/users/{id}/groups
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	UserID or User Name



Responses
200 OK
[
  {
    "group_id": 1828,
    "group_name": "CyberKorp",
    "manager": true
  }
]

List a user's out of office
GET /api/v2/users/{id}/out_of_office
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	UserID or User Name



Responses
200 OK
[
  {
    "out_of_office_id": 123,
    "start_date": {
      "date": "2021-01-01",
      "hour": 9,
      "minute": 0
    },
    "end_date": {
      "date": "2021-01-30",
      "hour": 18,
      "minute": 0
    },
    "start_date_time": "2021-01-01T09:00:00",
    "end_date_time": "2021-01-30T18:00:00",
    "all_groups": false,
    "covering_users": [
      {
        "group": "Group 1",
        "cover_user": "User1",
        "cover_user_first_name": "FirstName",
        "cover_user_last_name": "LastName"
      },
      {
        "group": "Group 2",
        "cover_user": "User2",
        "cover_user_first_name": "FirstName",
        "cover_user_last_name": "LastName"
      }
    ]
  }
]

Create a user's out of office
POST /api/v2/users/{id}/out_of_office
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	UserID or User Name

	userOOFRequest
	object
	body
	Yes
	Request body. See schema below.



Request Body Schema (userOOFRequest):
{
  "start_date": {
    "date": "string",
    "hour": 0,
    "minute": 0
  },
  "end_date": {
    "date": "string",
    "hour": 0,
    "minute": 0
  },
  "all_groups": true,
  "covering_users": [
    {
      "group": "string",
      "cover_user": "string"
    }
  ]
}
Responses
200 OK
Success.

Get a user's out of office
GET /api/v2/users/{id}/out_of_office/{out_of_office_id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	UserID or User Name

	out_of_office_id
	integer($int32)
	path
	Yes
	Out-of-Office ID



Responses
200 OK
{
  "out_of_office_id": 123,
  "start_date": {
    "date": "2020-01-01",
    "hour": 9,
    "minute": 0
  },
  "end_date": {
    "date": "2020-01-30",
    "hour": 17,
    "minute": 59
  },
  "all_groups": false,
  "covering_users": [
    {
      "group": "Group 1",
      "cover_user": "User1",
      "cover_user_first_name": "FirstName",
      "cover_user_last_name": "LastName"
    },
    {
      "group": "Group 2",
      "cover_user": "User2",
      "cover_user_first_name": "FirstName",
      "cover_user_last_name": "LastName"
    }
  ]
}

Update a user's out of office
PUT /api/v2/users/{id}/out_of_office/{out_of_office_id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	UserID or User Name

	out_of_office_id
	integer($int32)
	path
	Yes
	Out-of-Office ID

	userOOFRequest
	object
	body
	Yes
	Request body. See schema below.



Request Body Schema (userOOFRequest):
{
  "start_date": {
    "date": "string",
    "hour": 0,
    "minute": 0
  },
  "end_date": {
    "date": "string",
    "hour": 0,
    "minute": 0
  },
  "all_groups": true,
  "covering_users": [
    {
      "group": "string",
      "cover_user": "string"
    }
  ]
}
Responses
204 No Content
The request was processed successfully. No response body is returned.

Delete a user's out of office
DELETE /api/v2/users/{id}/out_of_office/{out_of_office_id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	UserID or User Name

	out_of_office_id
	integer($int32)
	path
	Yes
	Out-of-Office ID



Responses
204 No Content
The request was processed successfully. No response body is returned.

List a user's roles
GET /api/v2/users/{id}/roles
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	UserID or User Name



Responses
200 OK
[
  "User Role1",
  "User Role2"
]

List a user's schedules
GET /api/v2/users/{id}/schedules
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	UserID or User Name

	startDate
	string
	query
	No
	Start Date. Default value is today. Date Format 'yyyy-MM-dd'

	endDate
	string
	query
	No
	End Date. Default value is 90 days from today. Date Format 'yyyy-MM-dd'



Responses
200 OK
[
  {
    "start_date_time": "2021-09-24T00:00:00",
    "end_date_time": "2021-09-24T23:59:59",
    "all_day": true,
    "group": "Group 1",
    "role": "Secondary",
    "day": "9/24/2021",
    "duration": "23h 59m",
    "covering": "",
    "covered_by": "",
    "color": "#808080",
    "time_zone": "(UTC-06:00) Central Time (US & Canada)"
  }
]

List a user's attributes
GET /api/v2/users/{id}/user_attributes
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	UserID or User Name



Responses
200 OK
[
  {
    "attribute_name": "Key1",
    "attribute_value": "Value1"
  }
]

Update a user's attributes
PUT /api/v2/users/{id}/user_attributes
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	UserID or User Name

	userAttributesRequest
	array[object]
	body
	Yes
	Request body. See schema below.



Request Body Schema (userAttributesRequest):
[
  {
    "attribute_name": "string",
    "attribute_value": "string"
  }
]
Responses
204 No Content
The request was processed successfully. No response body is returned.


Workflows API Endpoints
The Workflows API enables creation and management of alert automation workflows, including conditions, actions, and escalation policy assignments.
Endpoints Summary
	Method
	Endpoint
	Description

	GET
	/api/v2/workflows
	List workflows

	POST
	/api/v2/workflows
	Create a workflow

	GET
	/api/v2/workflows/{id}
	Get a workflow

	PUT
	/api/v2/workflows/{id}
	Update a workflow

	DELETE
	/api/v2/workflows/{id}
	Delete a workflow

	GET
	/api/v2/workflows/{id}/actions
	List a workflow's actions

	POST
	/api/v2/workflows/{id}/actions
	Add a workflow action

	GET
	/api/v2/workflows/{id}/actions/{action_id}
	Get a workflow action

	PUT
	/api/v2/workflows/{id}/actions/{action_id}
	Update a workflow action

	DELETE
	/api/v2/workflows/{id}/actions/{action_id}
	Delete a workflow action

	GET
	/api/v2/workflows/{id}/actions/escalation_policies_available
	List Workflow action's escalation policies available

	GET
	/api/v2/workflows/{id}/actions/escalation_policies_response_plays_available
	List Workflow action's escalation policies response plays available

	GET
	/api/v2/workflows/{id}/conditions
	List a workflow's conditions

	POST
	/api/v2/workflows/{id}/conditions
	Add a workflow condition

	GET
	/api/v2/workflows/{id}/conditions/{condition_id}
	Get a workflow condition

	PUT
	/api/v2/workflows/{id}/conditions/{condition_id}
	Update a workflow condition

	DELETE
	/api/v2/workflows/{id}/conditions/{condition_id}
	Delete a workflow condition




List workflows
GET /api/v2/workflows
Parameters
	Parameter
	Type
	Location
	Required
	Description

	search
	string
	query
	No
	

	workflowtype
	string
	query
	No
	Workflow Type name or Workflow Type ID.

	enabled
	boolean
	query
	No
	Default is both Enabled & Disabled. Valid values are true, false and empty string. — true or false

	limit
	integer($int32)
	query
	No
	Page size. Default is 10. Max value for this parameter is 100. (Default: 10)

	offset
	integer($int32)
	query
	No
	Page number for pagination (0-indexed). (Default: 0)

	sortBy
	string
	query
	No
	Default is WorkflowName. e.g., WorkflowName or WorkflowType or Scheduled. (Default: WorkflowName)

	sortDir
	string
	query
	No
	Default is asc. e.g., asc or desc (Default: asc)



Responses
200 OK
{
  "total": 246,
  "limit": 20,
  "offset": 0,
  "workflows": [
    {
      "workflow_id": 16,
      "workflow_name": "Stop Delivery on Assignment or Closed",
      "workflow_type": "MessageThread",
      "enabled": false,
      "scheduled": false,
      "is_used": false,
      "is_bidirection": false
    }
  ]
}

Create a workflow
POST /api/v2/workflows
Parameters
	Parameter
	Type
	Location
	Required
	Description

	body
	object
	body
	No
	Request body. See schema below.



Request Body Schema (body):
{
  "workflow_name": "string",
  "workflow_type": "string",
  "enabled": true,
  "alert_type": "string",
  "scheduled": true,
  "recurrence_interval": 0,
  "conditions": [
    {
      "type": "string",
      "match": "string",
      "name": "string",
      "operator": "string",
      "value": "string",
      "list_id": "string"
    }
  ],
  "actions": [
    {
      "name": "string",
      "value": "string",
      "webhook_url": "string",
      "send_to_original_recipients": true,
      "send_to_sender": true,
      "send_to_owner": true,
      "launch_new_thread": true,
      "message_text": "string",
      "users": [
        "string"
      ],
      "groups": [
        "string"
      ]
    }
  ]
}
Responses
200 OK
Success.

Get a workflow
GET /api/v2/workflows/{id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Workflow ID or Workflow Name



Responses
200 OK
{
  "workflow_id": 4597,
  "is_used": false,
  "is_bidirection": true,
  "workflow_name": "Workflow Attribute Test",
  "workflow_type_id": 2,
  "workflow_type_name": "Alert",
  "enabled": true,
  "alert_type": "Standard Alert",
  "scheduled": false,
  "recurrence_interval": 0,
  "conditions": [
    {
      "condition_id": 11804,
      "type": "start",
      "match": "all",
      "name": "Sender",
      "operator": "is not",
      "value": "Joe Doe"
    }
  ],
  "actions": [
    {
      "name": "SendMessage",
      "value": "CEO MessageRule",
      "webhook_url": null,
      "send_to_original_recipients": true,
      "send_to_sender": false,
      "send_to_owner": false,
      "launch_new_thread": false,
      "message_text": "Test",
      "users": [
        "testuser"
      ],
      "groups": [
        "AlertOps"
      ]
    }
  ]
}

Update a workflow
PUT /api/v2/workflows/{id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Workflow ID or Workflow Name

	body
	object
	body
	No
	Request body. See schema below.



Request Body Schema (body):
{
  "workflow_name": "string",
  "workflow_type": "string",
  "enabled": true,
  "alert_type": "string",
  "scheduled": true,
  "recurrence_interval": 0,
  "conditions": [
    {
      "type": "string",
      "match": "string",
      "name": "string",
      "operator": "string",
      "value": "string",
      "list_id": "string"
    }
  ],
  "actions": [
    {
      "name": "string",
      "value": "string",
      "webhook_url": "string",
      "send_to_original_recipients": true,
      "send_to_sender": true,
      "send_to_owner": true,
      "launch_new_thread": true,
      "message_text": "string",
      "users": [
        "string"
      ],
      "groups": [
        "string"
      ]
    }
  ]
}
Responses
204 No Content
The request was processed successfully. No response body is returned.

Delete a workflow
DELETE /api/v2/workflows/{id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Workflow ID or Workflow Name



Responses
204 No Content
The request was processed successfully. No response body is returned.

List a workflow's actions
GET /api/v2/workflows/{id}/actions
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Workflow ID or Workflow Name



Responses
200 OK
[
  {
    "action_id": 4632,
    "name": "SendMessage",
    "value": "CEO MessageRule",
    "webhook_url": null,
    "send_to_original_recipients": false,
    "send_to_sender": true,
    "send_to_owner": false,
    "launch_new_thread": false,
    "message_text": "Test",
    "users": [
      "testuser"
    ],
    "groups": [
      "AlertOps"
    ]
  }
]

Add a workflow action
POST /api/v2/workflows/{id}/actions
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Workflow ID or Workflow Name

	request
	object
	body
	Yes
	Request body. See schema below.



Request Body Schema (request):
{
  "name": "string",
  "webhook_url": "string",
  "send_to_original_recipients": true,
  "send_to_sender": true,
  "send_to_owner": true,
  "launch_new_thread": true,
  "subject": "string",
  "message_text": "string",
  "users": [
    "string"
  ],
  "groups": [
    "string"
  ],
  "is_escalation_policy": true
}
Responses
200 OK
Success.

Get a workflow action
GET /api/v2/workflows/{id}/actions/{action_id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Workflow ID or Workflow Name

	action_id
	integer($int32)
	path
	Yes
	Workflow Action ID



Responses
200 OK
{
  "action_id": 4632,
  "name": "SendMessage",
  "value": "CEO MessageRule",
  "webhook_url": null,
  "send_to_original_recipients": false,
  "send_to_sender": true,
  "send_to_owner": false,
  "launch_new_thread": false,
  "message_text": "Test",
  "users": [
    "testuser"
  ],
  "groups": [
    "testgroup"
  ]
}

Update a workflow action
PUT /api/v2/workflows/{id}/actions/{action_id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Workflow ID or Workflow Name

	action_id
	integer($int32)
	path
	Yes
	Workflow Action ID

	request
	object
	body
	Yes
	Request body. See schema below.



Request Body Schema (request):
{
  "name": "string",
  "webhook_url": "string",
  "send_to_original_recipients": true,
  "send_to_sender": true,
  "send_to_owner": true,
  "launch_new_thread": true,
  "subject": "string",
  "message_text": "string",
  "users": [
    "string"
  ],
  "groups": [
    "string"
  ],
  "is_escalation_policy": true
}
Responses
204 No Content
The request was processed successfully. No response body is returned.

Delete a workflow action
DELETE /api/v2/workflows/{id}/actions/{action_id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Workflow ID or Workflow Name

	action_id
	integer($int32)
	path
	Yes
	Workflow Action ID



Responses
204 No Content
The request was processed successfully. No response body is returned.

List Workflow action's escalation policies available
GET /api/v2/workflows/{id}/actions/escalation_policies_available
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Resource ID



Responses
200 OK
Success.

List Workflow action's escalation policies response plays available
GET /api/v2/workflows/{id}/actions/escalation_policies_response_plays_available
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Resource ID



Responses
200 OK
Success.

List a workflow's conditions
GET /api/v2/workflows/{id}/conditions
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Workflow ID or Workflow Name



Responses
200 OK
[
  {
    "condition_id": 12074,
    "type": "start",
    "match": "all",
    "name": "Sender",
    "operator": "is not",
    "value": "Joe Doe"
  }
]

Add a workflow condition
POST /api/v2/workflows/{id}/conditions
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Workflow ID or Workflow Name

	request
	object
	body
	Yes
	Request body. See schema below.



Request Body Schema (request):
{
  "type": "string",
  "match": "string",
  "name": "string",
  "operator": "string",
  "list_id": "string"
}
Responses
200 OK
Success.

Get a workflow condition
GET /api/v2/workflows/{id}/conditions/{condition_id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Workflow ID or Workflow Name

	condition_id
	integer($int32)
	path
	Yes
	Workflow Condition ID



Responses
200 OK
{
  "condition_id": 1180,
  "type": "start",
  "match": "all",
  "name": "Sender",
  "operator": "is not",
  "value": "Joe Doe"
}

Update a workflow condition
PUT /api/v2/workflows/{id}/conditions/{condition_id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Workflow ID or Workflow Name

	condition_id
	integer($int32)
	path
	Yes
	Workflow Condition ID

	request
	object
	body
	Yes
	Request body. See schema below.



Request Body Schema (request):
{
  "type": "string",
  "match": "string",
  "name": "string",
  "operator": "string",
  "list_id": "string"
}
Responses
204 No Content
The request was processed successfully. No response body is returned.

Delete a workflow condition
DELETE /api/v2/workflows/{id}/conditions/{condition_id}
Parameters
	Parameter
	Type
	Location
	Required
	Description

	id
	string
	path
	Yes
	Workflow ID or Workflow Name

	condition_id
	integer($int32)
	path
	Yes
	Workflow Condition ID



Responses
204 No Content
The request was processed successfully. No response body is returned.
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